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About the National Science and Technology Council

The National Science and Technology Council (NSTC) was established by
executive order Nov. 23, 1993. This Cabinet-level Council is the principal means
within the executive branch to coordinate science and technology policy across
the diverse entities that make up the federal research and development enterprise.
Chaired by the President, the NSTC is made up of the Vice President, the Director
of the Office of Science and Technology Policy, Cabinet Secretaries and Agency
Heads with significant science and technology responsibilities, and other White
House officials.

A primary objective of the NSTC is the establishment of clear national
goals for federal science and technology investments in a broad array of areas
spanning virtually all mission areas of the executive branch. The Council prepares
research and development strategies that are coordinated across federal agencies
to form investment packages aimed at accomplishing multiple national goals.

The Subcommittee on Biometrics and Identity Management was chartered
by the National Science and Technology Council (NSTC) Committee on Technol-
ogy (COT) and has been in operation since 2003. The purpose of the Subcommit-
tee is to advise and assist the COT, NSTC, and other coordination bodies of the
Executive Office of the President on policies, procedures, and plans for federally
sponsored biometric and Identity Management (IdM) activities. The Subcommit-
tee facilitates a strong, coordinated effort across federal agencies to identify and
address important policy issues, as well as researching, testing, standards, privacy,
and outreach needs. The Subcommittee chartered this Task Force to assess the sta-
tus of and challenges related to 1dM technologies and to develop recommenda-
tions regarding the federal government’s science and technology needs in this
area. Additional information about the Subcommittee is available at
www.biometrics.gov.
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EXECUTIVE SUMMARY

Introduction

Identity Management (IdM) has existed throughout history to serve both
public and private purposes. It has continuously evolved to match changing opera-
tional needs, to take advantage of new capabilities, and to stay consistent with the
societal conventions of the day. The most recent advancement in IdM has been its
transition into the modern digital world, which has provided a wealth of previ-
ously impossible capabilities to support both security and convenience needs.
Digital 1dM systems are becoming increasingly commonplace, and their explosive
growth is expected to continue.

For the purposes of this Task Force, ldentity Management means “the
combination of technical systems, rules, and procedures that define the owner-
ship, utilization, and safeguarding of personal identity information. The primary
goal of the IdM process is to assign attributes to a digital identity and to connect
that identity to an individual.” The terms of reference for this Task Force are at
Annex A.

To date, this growth has been driven by the need to meet independent mis-
sion needs (including both screening applications and access control). As these
missions continue to expand, overlaps across missions will become more and
more pervasive. This is an undeniable truth, as all IdM systems relate back to an
individual — actions taken within one system will potentially impact data and/or
decisions in other systems. A holistic, cross-mission analysis and planning cycle
has not previously been performed, presumably because of the tremendous scope
of the task and the duty’s inherent social sensitivity. This daunting task was as-
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signed to the National Science and Technology Council’s (NSTC) Task Force on
Identity Management (Task Force), as a continuation of independently developed
and managed government IdM systems will encounter operational, technological,
and privacy issues that will become increasingly difficult to manage.

The Task Force’s scope was limited to federal government systems, with
the full understanding that these systems frequently rely on and impact IdM sys-
tems beyond federal control. This report presents an overview of the current state
of federal IdM systems and also presents a high-level vision of how these systems
can be holistically designed to provide better services while increasing privacy
protection. The purpose of this report is to initiate further discussion on this vi-
sion, inform policy decisions, and provide direction on which to base near-term
research.

Task Force Work

The Task Force was chartered to study federal 1dM over a six-month pe-
riod, with a broad range of representation from different government missions,
and was given three primary tasks:

e Provide an assessment of the current state of IdM in the U.S. gov-
ernment;

e Develop a vision for how 1dM should operate in the future;

e Develop first-step recommendations on how to advance toward
this vision.

The Task Force undertook two overlapping approaches to determine the
current state of IdM in the U.S. government, a detailed assessment of publicly
available Privacy Impact Assessments and an OMB-issued survey to the Federal
Chief Information Officers’ Council. The combined analysis showed that there are
more than 3,000 systems within the U.S. government that utilize Personally Iden-
tifiable Information (PIl), and the vast majority of these were designed and are
managed independently from one another. These facts contribute to several issues
with the current state:
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e Duplicative identity data is often stored in multiple locations with-
in the same agency, as well as across agencies, causing a negative
impact on accuracy and complicating an individual’s attempt at re-
dress;

e A lack of commonly used standards makes appropriate cross-
function collaboration difficult, thus impacting both time-sensitive
mission needs as well as reducing personal privacy;

e Privacy protection efforts vary in complexity across agencies;

e There is no single government-wide forum responsible for coordi-
nating and homogenizing IdM efforts across the U.S. government.

The 1dM Task Force’s vision for the future is a substantially more organ-
ized Identity Management framework. A fundamental precept for this vision is a
realization that not all PIl is created equal. Some PII will be useful for broad
range of applications, while others are only useful within the context of a specific
application and should not be shared outside that application. PIl within both of
these categories also have varying levels of sensitivity and should be managed
accordingly.

The Task Force’s vision includes a federated approach for leveraging
broad-use PII elements to maximize accuracy, availability, privacy protection, and
management of this data. Individual applications would access this data through a
network grid, which can be established using common technical standards and
policies to ensure appropriate use and control. Once verified, broad-use PII can be
augmented with application-specific PIl in order to make operational decisions.
To this end, we make the following assumptions:

e |dentity and the management of all the personal identifiable quali-
ties of identity information are considered a critical asset in sustaining
our security posture;

e To the extent available and practicable, a very high confidence in
an asserted identity is recommended as the basis for authorization for
access to government applications regardless of assurance level re-
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quired. For example, Personal Identity Verification (PIV) credentials
required by HSPD-12 and used by federal employees and contractors
are available and provide for a very high level of confidence and could
be used for accessing all applications — even those requiring lower
levels of assurance;

e There is an expectation that revocation of identity data and the re-
lated authorizations are executed in accordance with government-wide
standards throughout all applications (whether used to support logical
or physical access);

e There is an understanding that management and protection of iden-
tity is not the responsibility of any one or a few federal agencies, but
rather the responsibility of all federal agencies to enable. Identity is a
component of each and every transaction. If one federal agency fails to
carry out their responsibility, access to our networks and facilities will
be significantly jeopardized.

Several top-level goals and characteristics for the government’s proposed
state of 1dM can thus be described as:

e Configuration and operation of a “network of networks” to se-
curely manage digital identities, based on a set of common data
elements for stored PII that will allow it to be leveraged by a broad
range of applications;

e Security of process, data transmission, and storage; this includes
and embraces all features of confidentiality, integrity, authenticity,
and privacy, including use of encryption and multifactor authenti-
cation;

e Auditability of processes, with complete, automatic, and secure re-
cord keeping;

e Ubiquitous availability, at global distances, of strong verification
of stored digital identity when called for or needed to support an
authorized application;

e Standards-based connectivity, interoperability, and extensibility of
supporting IT architecture;
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Preservation of application-specific PIl data under control of appli-
cation sponsors, with minimal exposure to unauthorized access or
unnecessary transmission across networks;

Ability of prospective application sponsors to develop, install, and
operate applications in a way that permits the supporting IT grid to
be seen as a freely available, ubiquitous service.

The above elements form the tenets of a strategy to manage and protect
identity within all federal agencies. Anticipated benefits over the current state in-

clude:

Enhanced accuracy and management of PII that is used by multiple
applications;

Clear separation of application-specific PIl and tighter controls to
ensure this information isn’t shared across domains;

A uniform, more transparent approach of handling PIlI;

Minimization of duplicative efforts to generate, maintain, and sa-
feguard PII;

Providing the government a better understanding of and ability to
macro-manage its 1dM activities.

This report offers a set of recommendations (see Section 4) organized into
specific subject areas as follows:

Standards and Guidance;
Architecture;
Science and Technology Considerations;

Government-wide Coordination.

The Science and Technology recommendations may be acted upon imme-
diately, as the success of those efforts will impact further analyses and policymak-
ing required to provide depth and direction to the Task Force’s initial vision.
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Toward that end, the Task Force recommends an enduring IdM forum to visualize
and address IdManagement issues holistically, in policy and technology. This
process should seek to frame the governmental agenda in this broad area, inform
the standards and guidance development activities, and guide the further refine-
ment of the 1dM architecture. In so doing, it should guide activities that will ex-
pand and refine our total understanding and support the development of consensus
within an informed public regarding the whole range of IldManagement issues and
opportunities within the federal enterprise.

Conclusion

It is important to note that the Task Force does not see this report as being
the “final” analysis of the IdM needs of the federal government, nor is it consid-
ered to be a comprehensive treatment of the subject in a level of detail sufficient
to determine formal policy. Rather, it is an initial study that provides a common
foundation and vision on which to base future research, discussions, studies, and,
eventually, policymaking. The Task Force aimed to make this report as intellectu-
ally comprehensive as possible within available time and resources, seeking,
above all, to recognize and treat 1dM in its full dimensions, including its growing
importance to the conduct of government.

In contemplating the current state of 1dM in the federal government, and
thinking about the future direction, one may paraphrase Winston Churchill:

“It is not the end, nor even the beginning of the end; but it is, perhaps, the
end of the beginning...”
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1 INTRODUCTION

Identity Management (IdM) is a topic that has grown rapidly and adapted
significantly in recent years. Although the underlying processes have been in use
for centuries, the term itself is a relatively recent invention, created in response to
the need to collectively address issues encompassing related areas of technology,
policy, and process. Components of IdM systems include biometrics, identity
cards, and user ID/passwords/personal identification numbers (PIN) to support
access control (both physical and logical) and supporting information technology
(IT) architectures. To all of this must be added a wealth of law, regulation, policy,
and, above all, awareness of and sensitivity to the attitudes and views of the or-
ganizations — including society itself — within which such systems are proposed
to be installed and operated. Within the latter, preservation of rights and privileges
and protection of privacy are of foremost importance.

The underlying function of identification has been a part of the human ex-
perience since the growth of social complexity introduced differentiated roles,
rights, privileges, and resources into communities. Some of these “unique abili-
ties” came with membership of a class or group, while others represented individ-
ual characteristics. Sometimes there was an identifying badge, mark, object, or
other way to visually distinguish the individual with a specific role; sometimes
this could only be known from personal interaction.

In modern times, society has developed systems to characterize individu-
als for purposes of establishing their authorizations (e.g., driver’s license), support
security needs (e.g., fingerprint matching as an aspect of criminal investigation),
or to streamline delivery of specific services or entitlements (e.g., Social Security
number). In the absence of a purpose-built IdM framework, these have sometimes
been used as de facto “ID systems,” with uneven results.

Even more recently, the advent of the digital age has seen the explosive
proliferation of citizen-level ability to access information and resources globally
via the Internet. As the Internet became a preferred mechanism for many indi-
viduals to receive information, communicate, and conduct business, official or-
ganizations responded. In the name of customer convenience, they began to



design computer network-accessible tools and resources to perform functions
once only achievable through in-person interaction with government officials in
their offices. The proliferation of these online services exploded and continues to
do so today.

The response to the terrorism acts of 9/11 and other events has made secu-
rity screening part of many processes and activities; the ability to conduct such
screening effectively relies heavily on the availability of standard and secure iden-
tity documentation. The enormous proliferation of the number, nature, location,
and frequency of such checks poses a challenge in itself, regarding the design of
scalable and accurate systems to support screening needs.

Individuals became victims of “identity theft” and frauds of many types,
since they were now dealing with resources worth trying to steal. Federal organi-
zations, increasingly dependent on networked online resources and tools to con-
duct the business of government, became concerned about the vulnerability of
these systems to cyber attack, and the increasingly-serious consequences if such
attacks could be conducted successfully. Over time, these “negative motivators”
have become matters of increasing concern.

At the same time, however, the development of better and more widely
accessible capabilities to access information and do useful work made the online
domain more attractive as a place to conduct serious business. This included sup-
port to processes in ways that had never been possible before. The “upside poten-
tial” of safe and secure transactions, continuously accessible at any distance,
began to take substance.

In so doing, the importance of establishing one’s identity to support these
interactions became increasingly important. At this point, the casual manner of
“identification” employed up until that time often became insufficient to establish
the trusted relationship required for these transactions. Beyond these considera-
tions related to individuals who are “U.S. persons and others known as friendly,”
the federal government’s total IdM must also include the ability to detect and re-
detect (if previously having been ascertained to represent a threat) persons who
place American citizens or facilities at risk. The identification data related to these



may be tenuous, ambiguous, incomplete, and may not conform to any specific
technical formats or standards. A major function of the total 1dM system is to fa-
cilitate the development of speedy and accurate judgments regarding such threats,
using all available and relevant information.

Finally, there are persons who are “unknown” in terms of their security
risk, in that they have neither been vetted through governmental processes to es-
tablish in their trust identity assertions (e.g., HSPD-12/FIPS-201 standards) nor
demonstrated any hostile intent or actions. Data regarding these persons are now
being collected under the authority of various programs associated with border
controls or foreign national security operations. These people are considered “un-
knowns,” for our purposes.

These various needs for security, privacy, access, service, and the ability to
take advantage of emergent capabilities all come together in the modern concept
of IdM.

IdM is now beginning to emerge in ways appropriate to its potential. That
potential includes the achievement of valuable benefits and new capabilities with
improvements that can be measured in several ways. At the same time, IdM will
enhance personal freedoms, privacy, and self-determination, relative to the status
quo, for the conduct of such matters.

This Task Force’s purpose is to better understand and report on the poten-
tial that 1dM offers to improve performance of the full range of government func-
tions, and to seek understanding of the transformation in these matters that
modern global telecommunications connectivity has precipitated. From this, the
Task Force’s recommendations will seek to identify investment and policy priori-
ties that will wisely guide the government forward in this area.

1.1 PURPOSE

The purpose of this report is to:

e Inform policy makers and the public regarding the issues and op-
portunities associated with 1dM;



e Homogenize the IdM discussion within and across government, by
seeking to establish common terms, goals, and standards for the
whole subject area;

e Provide a vision of the future application and use of IdM in the
federal government, for future consideration by agencies, subse-
quent studies, and policymaking bodies;

e Demonstrate that privacy may be improved relative to the status
quo, while transitioning identity-related activities into rigorous and
accountable 1T-based applications;

e Develop, identify, and list some of the most immediate needs in re-
search and development, standards development, technical policy,
and technology architecture, as needed to achieve these outcomes.
Advancing science and technology in this way will enable agencies
to:

o Improve the performance of existing systems and processes, as
now fielded, in ways involving minimal time, effort, and ex-
pense;

0 Modify existing systems to enhance functionality and scalabil-
ity;

0 And devise new approaches to extend usable and responsive
IdM service to the whole set of users and their identity assur-
ance needs.

1.2 BACKGROUND AND TASK FORCE CHARTER

Over time, persons and organizations have sought to design means to iden-
tify individuals for a broad range of purposes.

The techniques and technologies that have supported these efforts have va-
ried widely and continue to do so today. The general trend has been for these me-
chanisms to become more rigorous and complex over time as technology has
advanced. At the same time, there remains a general understanding that the same
level of confidence is not needed for every identity assurance activity and applica-
tion. Through all of this, there have been several basic premises:



Regardless of the method used by individuals in remote settings to
assert their identity (and, thus, rights or privilege of every sort) to
an application or access control system, some knowledge of the
granting and status of these privileges was maintained in a separate
and distinct location, often by the granting authority;

If and when changing circumstances altered the privileges of the
remote user previously authorized for such purposes, changes only
took effect when they could be authoritatively communicated to
the remote application or access control system by the granting au-
thority;

As such, if some emergent problem associated with a user de-
manded action in less time than it took the real authority to re-
spond, then local initiative was necessary; this approach sometimes
worked but opened the way to abuse and excess;

These systems — a defined set of roles and privileges, linked to a
granting and controlling authority who maintained some kind of
records about the process — tended to proliferate. The extent and
nature of the data required to support these systems was generally
unique; this led to the creation of redundant, parallel “stovepipes,”
or, in some cases, communications channels between the granting
authority and the remote activity.

And so the 1dM process has remained until very recently, by and large, a
process where:

Information is collected and stored to establish eligibility, entitle-
ment, or to confer authority on persons who are to be embraced
within a specific 1dM system;

Those persons are empowered in various ways by the authority
controlling the role or privilege involved; they are often provided
with some physical token of that role to aid them in asserting the
granted privilege when at a distance from the actual authority.

As the authority manages the process, he/she may add, delete, or
alter persons or authorities to the system;



e Such changes take effect with variable ease, speed, and confidence,
depending on the connection between the authority and the popula-
tion embraced within the system;

e All of this is done largely in parallel, by various subject-matter-
specific 1dM systems, with the cost and effort of collecting and
managing all information and transactions replicated in each one.
The result is similar to the situation depicted in Figure 1.

Current IdM Architectural Model
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Figure 1. Current IdM Architectural Model

As noted, one aspect of IdM relates to security screening processes of one
sort or another, however, there is another, widely used aspect of IdM that is con-
cerned with establishing identity in order to conduct business. The true value of
an 1dM system is realized when it is used to empower service providers, such as
the federal government, to flexibly control access to applications and information,
empowering the network grid to support persons in the conduct of their profes-



sional and personal business, and apply resources to uses of their choosing. These
value-added applications of 1dM offer measurable savings in time and money."
designed wisely, these allow individuals to largely control the nature and extent of
their own participation in identity assurance processes. To some extent, this can
be based on voluntary enrollment on the basis of value recognizable to them per-
sonally.

Most recently, advancements in IT plus evolution in the nature of and in-
creasing need for security screening have led the federal government to develop a
number of ID-related programs for specific applications and groups of people.
These programs have driven recognition that relates to the historic approaches
outlined above. IdM in America today must be:

e Adaptive, responsive, and universally accessible;

e Attuned to social acceptability and privacy, so as to be embraced
and genuinely valued by its users;

e Extensible in scale (numbers) and scope (different types of activi-
ties it can embrace), due to explosively growing need and interest,
even by many who may lack deep technical training or experience;

e Easy to use and maintain, for the same reasons;

Secure and effective, leaving minimal risk of exploitation, alteration, or
misuse at any level of the system, and allowing all parties to be confident of its
use.ldM in America today can be:

e All but invisible to the end-user, even while being ubiquitously

available; Of genuine, measurable value to individual users and
“application-sponsoring” organizations and authorities (those

! See OMB Memorandum M-06-22, “Cost Savings Achieved Through E-Government and Line of
Business Initiatives.”



whose roles and powers allow or compel them to organize the per-
formance of some identity-based activity);

e More responsive to law, policy, and social sensitivities as regards
privacy than has often historically been the case with similar ac-
tivities;

e Of streamlined/simplified structure from the point of view of indi-
viduals and sponsors, allowing the design, development, and man-
agement of standards-compliant applications at lower cost and with
more local control and initiative;

e Designed to provide convenience and efficiency by allowing se-
cure reuse of credentials in multiple applications.

CHARTER:

It is toward these ends that the work of this Task Force was initiated, as
chartered by the Executive Office of the President (EOP), National Science and
Technology Council (NSTC), and Subcommittee on Biometrics and Identity
Management.

The NSTC Subcommittee on Biometrics and Identity Management has
been coordinating interagency biometric efforts since 2002. Initial activities fo-
cused on rapid advancement of the t