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Office of Science & Technology Policy
• Advise the President & EOP

– Provide S&T analysis and judgment on major 
policies, plans, programs, & budgets

• Lead the interagency effort 
– Define (with OMB) R&D priorities to guide the 

agencies when developing their budgets
– Work with agencies on high-level S&T policy issues

• Work with the private sector
– Ensure Federal S&T investments contribute to 

economic prosperity, environmental quality, and 
national security. 

• Collaborate on international S&T issues
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Priority objectives
1. Prevent terrorist attacks within the 

U.S.
2. Reduce America’s vulnerability to 

terrorism
3. Minimize damage and recover from 

attacks
Science & Technology initiatives (11)

3. Apply biometric technology to 
identification devices

National Strategy for Homeland 
Security (July 2002)
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Science and Technology:  A Foundation 
for Homeland Security (April 2005)

“Strategies for finding terrorists 
can be complicated by their 
efforts to disguise 
themselves among innocent 
civilians.  As a counter to 
this, the implementation of 
biometric technologies …
shows great promise in 
improving the accuracy, 
consistency, and efficiency 
of identification devices”
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FY07 Administration R&D Priorities

agencies should place 
increased emphasis 
on R&D efforts that 
support…enhanced 
biometric systems…”
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USG Biometric Uses

• Identifying criminals and terrorists
• Background checks
• Border Security
• Facilitating travel and trade
• Promoting officer and school safety
• Protecting government assets
• Identity management



National Science and Technology Council (NSTC)

Sensor Takes
an Observation

Mathematically
Describe the 
Observation

Compare to Other
Observations

Mathematically
Describe the 
Observation

Compare to Other
Observations



National Science and Technology Council (NSTC)

Sensor Takes
an Observation

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

1 2 3 4 5 6 7 8 9 10 11 120

Standards

1 2 3 4 5 6 7 8 9 10 11 120

Standards

CONTRACTS

Contracting Process

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Contracting Disputes

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

CONTRACTS

Contracting Process
Research and Development

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Contracting
Disputes

CONTRACTS

Contracting Process

Future Biometric Capabilities

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Research and Development

Contracting
Disputes

CONTRACTS

Contracting Process

Test and Evaluation

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Research and Development

Contracting
Disputes

CONTRACTS

Contracting Process

Future Biometric
Capabilities

Test and
Evaluation

Technology, Operational & Scenario

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Future Biometric
Capabilities

Research and Development

Contracting
Disputes

CONTRACTS

Contracting Process



National Science and Technology Council (NSTC)

Sensor Takes
an Observation

Technology, Operational & Scenario

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Future Biometric
Capabilities

Research and Development

Contracting
Disputes

CONTRACTS

Contracting Process

Verification 
ROC

Test and
Evaluation



National Science and Technology Council (NSTC)

Verification
ROC

Sensor Takes
an Observation

Technology, Operational & Scenario

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Future Biometric
Capabilities

Research and Development

Contracting
Disputes

CONTRACTS

Contracting Process

Test and
Evaluation

Watchlist 
ROC



National Science and Technology Council (NSTC)

Verification
ROC

Sensor Takes
an Observation

Technology, Operational & Scenario

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Future Biometric
Capabilities

Research and Development

Contracting
Disputes

CONTRACTS

Contracting Process

Watchlist
ROC

Test and
Evaluation

Identification 
CMC



National Science and Technology Council (NSTC)

Non-Habituated Users

Verification
ROC

Sensor Takes
an Observation

Technology, Operational & Scenario

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Future Biometric
Capabilities

Research and Development

Contracting
Disputes

CONTRACTS

Contracting Process

Watchlist
ROC

Identification
CMC

Test and
Evaluation



National Science and Technology Council (NSTC)

Failure to Acquire

Verification
ROC

Sensor Takes
an Observation

Technology, Operational & Scenario

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Future Biometric
Capabilities

Research and Development

Contracting
Disputes

CONTRACTS

Contracting Process

Watchlist
ROC

Non-Habituated Users

Test and
Evaluation

Identification
CMC



National Science and Technology Council (NSTC)

Failure to Acquire

Data Hygiene – Clean Enough?

Verification
ROC

Sensor Takes
an Observation

Technology, Operational & Scenario

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Future Biometric
Capabilities

Research and Development

Contracting
Disputes

CONTRACTS

Contracting Process

Watchlist
ROC

Non-Habituated Users

Test and
Evaluation

Identification
CMC



National Science and Technology Council (NSTC)

Data Hygiene – Clean Enough?

Store Original Observation as 
Encrypted, Compressed?

011101
111001
001100

Failure to Acquire

Verification
ROC

Sensor Takes
an Observation

Technology, Operational & Scenario

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Future Biometric
Capabilities

Research and Development

Contracting
Disputes

CONTRACTS

Contracting Process

Watchlist
ROC

Non-Habituated Users

Test and
Evaluation

Identification
CMC



National Science and Technology Council (NSTC)

Store Original 
Observation as 

Encrypted, 
Compressed?

011101
111001
001100

Failure to Acquire

Verification
ROC

Sensor Takes
an Observation

Technology, Operational & Scenario

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Future Biometric
Capabilities

Research and Development

Contracting
Disputes

CONTRACTS

Contracting Process

Watchlist
ROC

Non-Habituated Users

Data Hygiene – Clean Enough?
Test and

Evaluation

Identification
CMC



National Science and Technology Council (NSTC)

Failure to Acquire

Verification
ROC

Sensor Takes
an Observation

Technology, Operational & Scenario

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Future Biometric
Capabilities

Research and Development

Contracting
Disputes

CONTRACTS

Contracting Process

Watchlist
ROC

Non-Habituated Users

Data Hygiene – Clean Enough?

Store Original 
Observation as 

Encrypted, 
Compressed?

011101
111001
001100

Test and
Evaluation

Identification
CMC



National Science and Technology Council (NSTC)

Sensor Takes
an Observation

Mathematically
Describe the 
Observation

Compare to Other
Observations

Sensor Takes
an Observation

Compare to Other
Observations



National Science and Technology Council (NSTC)

Nasty Equations

Transmission

Signature Encrypt

Transmit

De-Crypt

Nasty Equations

Transmission

Signature Encrypt

Transmit

De-Crypt

Nasty Equations

Transmission

Signature Encrypt

Transmit

Nasty Equations

Signature Encrypt

Transmission

Transmission

Nasty Equations

Signature

Nasty Equations

Signature

Nasty Equations

Mathematically
Describe the 
Observation



National Science and Technology Council (NSTC)

Sensor Takes
an Observation

Mathematically
Describe the 
Observation

Compare to Other
Observations

Sensor Takes
an Observation

Mathematically
Describe the 
Observation



National Science and Technology Council (NSTC)

Comparison

Compare to Other
Observations

One
Comparison

One

Many

ComparisonDatabase 
Partitioning

One

Comparison

Many

Database 
Partitioning

Similarity Score

⌃KHQ�D

0LUDFOH

2FFXUV

Many

One

Comparison

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Operator Checks & Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

National Database or Agency Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Who Has Access?

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Procedures for Fixing 
Incorrect Data

Who Has 
Access?

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Procedures for 
Removing Someone 

from Database(s)

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Who Has 
Access?

Procedures for Fixing 
Incorrect Data

Records 
Retention Laws

Procedures 
for Removing 

Someone 
from 

Database(s)

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Who Has 
Access?

Procedures for Fixing 
Incorrect Data

Social / Legal / Privacy

Records 
Retention Laws

Procedures 
for Removing 

Someone 
from 

Database(s)

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Who Has 
Access?

Procedures for Fixing 
Incorrect Data

Congress & GAO

Social / Legal / Privacy
Records 

Retention Laws

Procedures 
for Removing 

Someone 
from 

Database(s)

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Who Has 
Access?

Procedures for Fixing 
Incorrect Data

Congress & GAO

The Press

Social / Legal / Privacy
Records 

Retention Laws

Procedures 
for Removing 

Someone 
from 

Database(s)

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Who Has 
Access?

Procedures for Fixing 
Incorrect Data

The Press

Advocacy Groups

Congress & GAO

Social / Legal / Privacy
Records 

Retention Laws

Procedures 
for Removing 

Someone 
from 

Database(s)

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Who Has 
Access?

Procedures for Fixing 
Incorrect Data

Advocacy Groups

U.S. Citizens

The Press

Congress & GAO

Social / Legal / Privacy
Records 

Retention Laws

Procedures 
for Removing 

Someone 
from 

Database(s)

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Who Has 
Access?

Procedures for Fixing 
Incorrect Data

U.S. Citizens

International 
Relations

Advocacy Groups

The Press

Congress & GAO

Social / Legal / Privacy
Records 

Retention Laws

Procedures 
for Removing 

Someone 
from 

Database(s)

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Who Has 
Access?

Procedures for Fixing 
Incorrect Data

Advocacy Groups

The Press

Congress & GAO

Social / Legal / Privacy
Records 

Retention Laws

Procedures 
for Removing 

Someone 
from 

Database(s)

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

U.S. Citizens

Who Has 
Access?

Budget 
Limitations

International 
Relations

Procedures for Fixing 
Incorrect Data

Advocacy Groups

The Press

Congress & GAO

Social / Legal / Privacy
Records 

Retention Laws

Procedures 
for Removing 

Someone 
from 

Database(s)

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Unreasonable Deadlines

International 
Relations

U.S. Citizens

Who Has 
Access?

Budget 
Limitations

Procedures for Fixing 
Incorrect Data

Advocacy Groups

The Press

Congress & GAO

Social / Legal / Privacy
Records 

Retention Laws

Procedures 
for Removing 

Someone 
from 

Database(s)

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Comparison

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Unreasonable 
Deadlines

Rumor,
Misconceptions,
and Strings of

Substance

International 
Relations

U.S. Citizens

Procedures for Fixing 
Incorrect Data

Who Has 
Access?

Budget 
Limitations



National Science and Technology Council (NSTC)

Transmit

Congress & GAO

Advocacy Groups

Door #  1 Door #  2 Door # 3

Determine Appropriate Modality

Comparison

Store Original Observation as 
Encrypted, Compressed?

011101
111001
001100

Data Hygiene – Clean Enough?

Failure to Acquire

Verification
ROC

Technology, Operational & Scenario

Test and
Evaluation

Future Biometric
Capabilities

Research and Development

CONTRACTS

Contracting Process

Watchlist
ROC

Identification
ROC

Non-Habituated Users

Transmission

Signature Encrypt

De-Crypt

The Press

Social / Legal / Privacy
Records 

Retention Laws

Procedures 
for Removing 

Someone 
from 

Database(s)
Procedures for Fixing 
Incorrect Data

National Database or
Agency

Database

Operator Checks & 
Makes Decision

Transmit to Operator

Database 
Partitioning

Many

One

Similarity
Score ⌃KHQ�D

0LUDFOH

2FFXUV

Unreasonable 
Deadlines

1 2 3 4 5 6 7 8 9 10 11 120

Standards

Rumor,
Misconceptions,
and Strings of

Substance Budget 
Limitations

Who Has 
Access?

Sensor Takes
an Observation

Mathematically
Describe the 
Observation

Compare to Other
Observations


	Office of Science & Technology Policy
	Science and Technology:  A Foundation for Homeland Security (April 2005)
	FY07 Administration R&D Priorities
	Current NSTC�Structure�April 2005
	NSTC Subcommittee on Biometrics
	Subcommittee on Biometrics Participants
	Functions



