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Office of Science and Office of Science and 
Technology Policy Technology Policy –– RolesRoles

Advise the PresidentAdvise the President
–– Provide S&T analysis and judgment on major policies, Provide S&T analysis and judgment on major policies, 

plans, programs, & budgetsplans, programs, & budgets

Lead the interagency effort Lead the interagency effort 
–– Define (with OMB) R&D priorities to guide the agencies Define (with OMB) R&D priorities to guide the agencies 

when developing their budgetswhen developing their budgets
–– Work with agencies on highWork with agencies on high--level S&T policy issueslevel S&T policy issues

Work with the private sectorWork with the private sector
–– Ensure Federal S&T investments contribute to Ensure Federal S&T investments contribute to 

economic prosperity, environmental quality, and economic prosperity, environmental quality, and 
national security. national security. 

Collaborate on international S&T issuesCollaborate on international S&T issues
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National Strategy for Homeland National Strategy for Homeland 
Security (July 2002)Security (July 2002)

Priority objectivesPriority objectives
1. Prevent terrorist attacks within the U.S.1. Prevent terrorist attacks within the U.S.
2. Reduce America2. Reduce America’’s vulnerability to terrorisms vulnerability to terrorism
3. Minimize damage and recover from attacks3. Minimize damage and recover from attacks
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Biometrics Interagency Working Biometrics Interagency Working 
GroupGroup

Chartered in Spring 2003Chartered in Spring 2003
GoalsGoals
–– Federal Research Coordination Federal Research Coordination 
–– Information SharingInformation Sharing
–– Gap Analysis & Interagency PrioritiesGap Analysis & Interagency Priorities
–– StandardsStandards
–– Private Sector and International CooperationPrivate Sector and International Cooperation
–– Social/legal/privacy tools Social/legal/privacy tools 

A survey of existing guidelines, reports, and lawA survey of existing guidelines, reports, and law
Guidance for integrating privacy principles throughout Guidance for integrating privacy principles throughout 
the system lifecyclethe system lifecycle
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NSTC Biometrics R&D Interagency NSTC Biometrics R&D Interagency 
Working Group Working Group -- Active AgenciesActive Agencies

OSTP*OSTP*
DHS*DHS*
–– S&TS&T
–– USVISITUSVISIT
–– TSATSA
–– USSSUSSS
–– Privacy OfficePrivacy Office

DOJDOJ
–– FBIFBI
–– NIJNIJ

State Dept.State Dept.

* Co* Co--chairchair

Intel CommunityIntel Community
–– CIACIA
–– NSANSA

DODDOD
DOT DOT 
GPOGPO
NISTNIST
NSFNSF
National LabsNational Labs
TSWGTSWG
OMBOMB
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Biometrics OverviewBiometrics Overview

TypesTypes
–– FaceFace
–– FingerprintFingerprint
–– IrisIris
–– VoiceVoice
–– Hand GeometryHand Geometry
–– Novel biometricsNovel biometrics

thermal imaging, vein pattern
skin texture
ear shape

–– Fusion of multiple biometricsFusion of multiple biometrics

Automated methods of recognizing an individual Automated methods of recognizing an individual 
based on physical or behavioral characteristics.based on physical or behavioral characteristics.
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Government Applications of Government Applications of 
BiometricsBiometrics

Border managementBorder management
Law enforcementLaw enforcement
SurveillanceSurveillance
Watchlist identificationWatchlist identification
Duplicate enrollment recognitionDuplicate enrollment recognition
Physical access controlPhysical access control
Logical and system accessLogical and system access
Benefits eligibility verificationBenefits eligibility verification
EE--governmentgovernment
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Biometrics Benefits Biometrics Benefits –– USUS--VISIT VISIT 
exampleexample

Border SecurityBorder Security
–– Verification of a fixed identityVerification of a fixed identity
–– Identification of potential terroristsIdentification of potential terrorists
–– Alien trackingAlien tracking

travel recordtravel record
overstays overstays 

–– DeterrenceDeterrence
–– Immigration enforcementImmigration enforcement

Individual Security & ConvenienceIndividual Security & Convenience
–– Reduced fraudReduced fraud
–– FastFast--track clearancetrack clearance
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Federal Funding for Biometrics Federal Funding for Biometrics 
Research and DevelopmentResearch and Development

Key AreasKey Areas
–– Improved Algorithms and SensorsImproved Algorithms and Sensors
–– Fusion of Multiple BiometricsFusion of Multiple Biometrics
–– New ModalitiesNew Modalities

Biometrics performance gaps Biometrics performance gaps 
–– Excessive error ratesExcessive error rates
–– Poor ability to find database matchPoor ability to find database match
–– Highly sensitive to varying conditionsHighly sensitive to varying conditions
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Facial RecognitionFacial Recognition

PerformancePerformance
–– About 90% accuracy with 1% false accept About 90% accuracy with 1% false accept 

rate, given highrate, given high--quality images [FRVT 2002]quality images [FRVT 2002]

AdvantagesAdvantages
–– Easy enrollment from photosEasy enrollment from photos
–– Public acceptancePublic acceptance
–– Existing databasesExisting databases

Federal R&D FocusFederal R&D Focus
–– Variable environment, pose, aging, ethnicityVariable environment, pose, aging, ethnicity
–– Watchlist matching, large database IDWatchlist matching, large database ID
–– Order of magnitude improvement in FR Order of magnitude improvement in FR 

performanceperformance
–– 3D and high3D and high--resolution algorithmsresolution algorithms 3D Full Face
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FingerprintFingerprint

PerformancePerformance
–– Greater than 99% accuracy with 0.1% false accept rate, Greater than 99% accuracy with 0.1% false accept rate, 

using two flat fingerprints. [FPVTE 2003]using two flat fingerprints. [FPVTE 2003]

AdvantagesAdvantages
–– Relatively mature technologyRelatively mature technology
–– Multiple samples (10 fingers) increase accuracyMultiple samples (10 fingers) increase accuracy
–– Existing law enforcement databasesExisting law enforcement databases
–– Suitable for largeSuitable for large--database identificationdatabase identification

Federal R&D FocusFederal R&D Focus
–– Assessment of scan quality Assessment of scan quality 
–– Liveness testing to counteract spoofingLiveness testing to counteract spoofing
–– Fast fingerprint readerFast fingerprint reader
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IrisIris

PerformancePerformance
–– Over 97% accuracy with less than 0.01% false accept Over 97% accuracy with less than 0.01% false accept 

rate. [based on limited testing]rate. [based on limited testing]

AdvantagesAdvantages
–– Highly stable biometric over timeHighly stable biometric over time
–– Probably suitable for largeProbably suitable for large--database identificationdatabase identification
–– Very low false accept rateVery low false accept rate

Federal R&D FocusFederal R&D Focus
–– LargeLarge--scale testingscale testing
–– Reliable and easy iris captureReliable and easy iris capture
–– Enrollment capabilityEnrollment capability
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Fusion of BiometricsFusion of Biometrics

Motivations
– Reduce error rates 
– Reduce effects of noise
– Enable enrollment for anyone 
– Raise the barrier to spoofing

Combinations
– Multiple fingers or multiple samples
– Face and finger
– Finger and hand
– Face and iris
– Traditional and novel biometrics 

Voice and ear shape
Face and facial thermogram
Hand geometry and palmprint
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National Strategy for Homeland National Strategy for Homeland 
SecuritySecurity

Critical Mission AreasCritical Mission Areas
–– Intelligence & WarningIntelligence & Warning
–– Border & Transportation SecurityBorder & Transportation Security
–– Domestic CounterterrorismDomestic Counterterrorism
–– Protecting Critical Infrastructure & AssetsProtecting Critical Infrastructure & Assets
–– Defending Against Catastrophic ThreatsDefending Against Catastrophic Threats
–– Emergency Preparedness & ResponseEmergency Preparedness & Response

FoundationsFoundations
–– LawLaw
–– Science & TechnologyScience & Technology
–– Information Sharing & SystemsInformation Sharing & Systems
–– International CooperationInternational Cooperation
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More informationMore information

www.biometricscatalog.orgwww.biometricscatalog.org
www.biometricscatalog.org/NSTCWorkGroupwww.biometricscatalog.org/NSTCWorkGroup
www.ostp.govwww.ostp.gov
www.frvt.orgwww.frvt.org Face Recognition Vendor TestFace Recognition Vendor Test
fpvte.nist.govfpvte.nist.gov Fingerprint Vendor Test & EvaluationFingerprint Vendor Test & Evaluation

Kevin HurstKevin Hurst Duane BlackburnDuane Blackburn
khurst@ostp.eop.govkhurst@ostp.eop.gov dblackburn@ostp.eop.govdblackburn@ostp.eop.gov
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“We refuse to remain idle while modern 
technology might be turned against us; we will 
rally the great promise of American science and 
innovation to confront the greatest danger of our 
time.”

--President Bush, July 21, 2004

ConclusionConclusion


