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1.0 Introduction

This document provides a specification on the United States Visitor and Immigrant Status Indicator
Technology (US-VISIT) Program’s Automated Biometric Identification System (IDENT) Exchange
Messages (IXM), a new standards-based service model for interacting with US-VISIT/IDENT
applications, which is intended to provide a common interface for all client applications.

1.1 Purpose

The purpose of this document is to describe standard messaging format for interacting with the US-
VISIT/IDENT systems. This guide is intended for the external users who are creating a client application
that will interface with one or more US-VISIT/IDENT messaging services.

1.2 Scope

This document describes the IDENT XM messaging format and the specifications and rules for its use.
The guide assumes at least an introductory knowledge of basic eXtensible Markup Language (XML).
This document provides an overview as well as detailed information on each messaging operation, the
steps required to create an interface, and guidelines and examples intended to help external users interact
with US-VISIT/IDENT applications via the XM format.

The information in this document is effective at the time this document was written and may change
without notice. Please verify accuracy and timeliness of this information prior to committing any software
that interfaces with US-VISIT/IDENT applications.

1.3 Terminology
Terms such as client (or client application) and external user or customer are used extensively throughout
this guide. Several terminologies are used when referring to the IDENT messaging services.

= Activity — The event about which an action is generated. Activities like Visa issuance, Entry, and
Exit are actions that may occur over a period of time or may have multiple operations. Below is a list
of possible activity types.
- Application — part of applicant screening process (e.g. Visa issuance)
- Entry — related to a person entering the country at a Port of Entry (POE)
- Exit — related tot a person exiting the country at a POE
- Enforcement — related to an activity by law enforcement
- National Security — related to an activity involving national security
- Datashare — related to the sharing of encounter and derogatory information data between groups.
- Other — all other activities

= Operation — Simple Object Access Protocol (SOAP) specification terminology for the service you
want to perform.

= Encounter — IDENT specific terminology for an activity that involves set of fingerprints for a single
person.

= Transaction — IDENT specific terminology used to identify any time IDENT performs an action.

A list of acronyms can be found in Attachment A.

1.4 How to Read the Element Tables
Table 1-1 contains the legend used within the element tables for all operations.

IDENT-TOOO7-MAN-IXMTSP-004-D 1
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Legend ‘ Description
? Optional element
Element with O..m cardinality
+ Element with 1..m cardinality
() Operator
| “OR” operator/choice
Underlined or highlighted in yellow Default value
Superscript 1 This is an extension to an existing GJXDM element.
Superscript 2 These enumerated values are an application constraint.

Table 1-1: Element Tables Legend

IDENT-TOOO7-MAN-IXMTSP-004-D 2
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2.0 Messaging Communication Protocols

2.1 Protocol

Simple Object Access Protocol* (SOAP) will provide the communications framework for the new US-
VISIT/IDENT services. SOAP provides a lightweight protocol intended for exchanging structured
information in a decentralized, distributed environment. The IDENT Web Service Description Language®
(WSDL) will provide the protocol information needed to connect to IDENT systems.

2.2 Reply Messages

Web Service Addressing® (WS-Addressing) provides transport-neutral mechanisms to address Web
services and messages. WS-Addressing adds information headers to SOAP messages to provide message
identification, message correlating (reply messages), and message routing using endpoint references.

2.3 WSDL Conformance

WS-I Basic Profile? 1.0 consists of a set of non-proprietary Web services specifications including
clarifications and amendments to specifications to promote interoperability. In order to promote
interoperability, IXM WSDL runs through a WS-1 Conformance tool successfully and is WS-I
Conformant.

2.4 Security
The following security features are minimal requirements for the messaging services

2.4.1 Transport Level Security

For direct web services calls, the interface will use point-to-point connections with HyperText Transfer
Protocol (HTTP) over Transport Layer Security (TLS). The Federal Information Processing Standard
(FIPS) 140-2 Cryptographic Modules Validation List will be reviewed for each proposed cryptographic
module proposed for the connection to verify that it meets the requirements in the National Institute of
Standards and Technology (NIST) FIPS 140-2, Security Requirements for Cryptographic Modules

2.4.2 Message Level Security

SOAP messages will be signed using digital certificates. Only certificates from the Department of
Homeland Security (DHS) Digital Identity Management Center will be used unless a waiver is approved
by the Chief Information Security Officer. The Federal PKI Bridge will be the certification authority
when IDENT connects to another Federal agency. When IDENT connects to a non-Federal agency, such
as a state government, the connection is “one way trust” because the non-Federal agency is not part of the
Federal PKI Bridge. These connections will be reviewed on a case-by-case basis, to include the third party
certificate authority.

2.4.3 Authentication

IDENT messaging services verifies that the organization indicated within the request message is
consistent with the arrival queue. This type of transport-level authentication and authorization guards
against unauthorized individuals or groups from inserting 1XM messages into the system.

L http://www.w3.0rg/TR/soap/

2 For more information on the WSDL, refer to http://www.w3.org/TR/wsdl#_wsdl.

® http://www.w3.0rg/Submission/ws-addressing/

* For more details on WS-1 Basic Profile, please refer to http://www.ws-i.org/Profiles/BasicProfile-1.0-2004-04-
16.html#conformance.

IDENT-TOOO7-MAN-IXMTSP-004-D 3
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2.5 Interfacing With IDENT

Each external user of IDENT may access IDENT messaging services in two different ways. A user may
access the IDENT messaging services with a direct Web service call or submit a SOAP/XML message via
a queue. Figure 2-1 illustrates two possible methods for connecting to IDENT using different variations of
clients, messaging, and transport mediums. Interface Security Agreements will be brokered with each
external user of IDENT. The IDENT system owner has the final authority in deciding to allow a direct
Web service call for a particular end user.

CLIENTS PACKAGE TRANSPORT NETWORK PROCESS

S 1 S
<Y | <
v.’ai L) il = =
CAMERA L::EKEL‘:' 10 PRINT Web = > IDENT ™
DEVICE Service S
O - -
IXM i [ ]
Client Queue ppEomalge BHS OneNely = i —
(AQ or MQ) [ ==l i) -
| OR] : ] Application
== = = = s BE et
= - — — e e RENT — P.
Message

IDENT Queue
(AQ)

Figure 2-1: Methods of Interfacing with IDENT Messaging Services

In the first example (A), a client application with a document reader is used to capture biographical
information. A peripheral camera and fingerprint scanner are used to capture biometrics. Next the data is
formatted to the ANSI/NIST-ITL 1-2000 Standard and packaged in an IXM file (Electronic Biometric
Transmission Specification (EBTS) or XML format) using a client application on the workstation. The
IXM file is sent using direct web services call through DHS OneNet and arrives at IDENT for processing.
For a direct Web service call, the user will access the Web services using a proxy or client application
through HTTP over TLS. IDENT will obtain the message, process the request accordingly, and then
return any acknowledgement or fault message back to the client through HTTP over TLS.

In the second example (B), a client application is used to capture biographical information. A peripheral
camera and fingerprint scanner are used to capture biometrics. Next the data is formatted to the
ANSI/NIST-ITL 1-2000 Standard and packaged in an IXM file (EBTS or XML format) using a client
application on the workstation and then submitted via a client Oracle Advanced Queue (AQ), IBM
WebSphere Message Queue (MQ), or TIBCO queue. For a SOAP/XML queue request, the IDENT
application needs to have access to retrieve the message from the client-provided queue. The IXM file is
sent through DHS OneNet and arrives at IDENT for processing. The IDENT queue will obtain the
message, process the request accordingly, and then return any acknowledgement or fault message back to
the client queue.

All IDENT IXM services reside on the application servers. The services parse the request message and
store its content inside the IDENT database. The Transaction Manager performs the business logic for
matching the biometric information and returns a response to the calling application.

IDENT-TOOO7-MAN-IXMTSP-004-D 4
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2.6 Steps for Data Exchange

The IDENT suite of messaging services is comprised of both asynchronous and synchronous operations.
The operations accept an XML document with only one end user or organization per transaction and the
XML message must reside inside a SOAP message.

Clients may access the IDENT messaging services in two ways: direct web services call or queue request.
A web services call is ideal for synchronous messages without a message reliability requirement. To
guarantee message reliability, client applications may use queues to store the messages. Each customer is
responsible for implementing their specific outbound and inbound queues using Oracle Advanced
Queuing (AQ), IBM MQ Series, or TIBCO. IDENT will have an inbound and an outbound queue for
request and response messages using Oracle AQ. The message type of the payload is specified as
JMSBytes. The messages within the queues are processed in a “FIFO”order. There are no time constraints
on getting a response at this time, but this may change in the future.

Table 2-1 lists the process overview steps for interfacing with the IDENT messaging services.

Step ‘ Direct Web Services Call ‘ Queue Request

1 Create an SOAP/XML Request message for the Same as direct Web services call.
service. To prevent rework and resubmission via
IDENT, make sure that the XML document is
validated against the IDENT XML schema file before
making a service call.

2 Send the SOAP/XML Request message to the service | Send an SOAP/XML Request message to the Client

via the HTTPS over TLS connection. Outbound Queue.

3 Receive the SOAP/XML Receive the SOAP/XML
Acknowledgement/Fault/Response via the HTTPS Acknowledgement/Fault/Response in the Client
connection. If synchronous messaging services are Inbound Queue. If synchronous messaging services
successful, the Response Message will contain the are successful, the Response Message will contain
requested data embedded in a SOAP Message. the requested data embedded in a SOAP Message.

4 Parse the SOAP/XML Response message to retrieve Parse the SOAP/XML messages in the Client Inbound
data. Queue to retrieve data.

5 Identify and handle the response codes and error Same as direct Web services call.
conditions.

6 If the operation is an asynchronous service, a second | Same as direct Web services call.

response will be sent and this message will contain
the requested data embedded in the SOAP Message.

Table 2-1: Data Exchange Steps

2.7 Queue Request Setup in the JMS Message Header

To make a queue request to IDENT services, the JMS message header must be configured appropriately.
The IXM services accept the IMS message type of BytesMessages (JMSBytes) as its payload. IXM
services use the JMS message header field called IMSType to hold the content-type of the message.
According to the JMS Specification 1.1, JMS clients should assign a value to the JMSType whether the
application makes use of it or not. The 1XM services require that the IMSType be defined to correctly
process the message based on the client message format. The IMSType will enable the clients who
provide a message definition repository to associate a reference to its physical format definition in the
provider’s message repository. For XML-binary Optimized Packaging (XOP), the JMSType must be
spectificed as “multipart/releated.” For SOAP 1.2, the JIMS Type must be specified as
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“application/soap+xml.” For SOAP 1.1, the IMSType must be set to “text/xml.”.Each of these content-
types can have modifiers as needed. For example, XOP may have something like:

multipart/related; boundary=MIME_boundary; type="application/xop+xml”
The content-type uses the standard “;’ as the separator between modifiers.

The following describes the JMS message header fields and its properties in accordance to JMS
Specification 1.1.

= JMSDestination — Specifies the destination queue to which the message is being sent. IXM services
currently do not use this property.

= JMSDeliveryMode — Set to Persistent (default) for guaranteed message reliability.

= JMSExpiration — Default — Time to live is 0 (no expiration).

= JMSPriority — Optional. IXM services currently do not use this property.

= JMSMessagelD — Automatically set by the send method.

= JMSTimestamp — Automatically set by the send method.

= JMSCorrelationID — Automatically set by the send method.

= JMSReplyTo — Specifies where a reply to the message should be sent. IXM services currently do not
use this property.

= JMSRedelivered — Assigned by the Provider for message redelivery.

= JMSType — Client application should assign a JMS type of "multipart/related” for XOP,
“application/soap+xml” for SOAP 1.2, or “text/xml” for SOAP 1.1.

2.8 Messaging Formats to IDENT Messaging Services

The IDENT interface messages provide data to client applications through messaging services. To
interface with the IDENT, the host needs to send and receive SOAP/XML formatted messages. The
WSDL provides client developers the operations and protocols necessary for the client application to
make a request to the messaging services.

For all asynchronous IDENT messaging services, data is not immediately returned when the client
application sends a SOAP/XML Request for data from the services. Rather, the service returns a
Transaction Identifier and Encounter Identifier which the client may use at a later time (whether a few
minutes or several hours later) to retrieve the requested records once they have been processed.

For additional information on the request, acknowledgement, fault, and response messages, please refer to
the specific messaging operations in Table 4-1 and their XML schema structures starting in Section 4.5
Operations.
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3.0 Messaging Standards

3.1 Data Model

The Global Justice XML Data Model5 (GIJXDM) provides the foundation of the data dictionary used to
define the IXM. Using GJXDM provides immediate benefits, since it allows US-VISIT/IDENT to
leverage an existing data model, which has undergone intensive reviews since early 2003. Looking
forward, GJIXDM is a base for the ultimate deployment of the National Information Exchange Model®
(NIEM), and should simplify any future migration.

3.2 Application Data Model

In order to facilitate message documentation and validation, a subset of GIXDM has been selected,
constrained, and extended to create a US-VISIT/IDENT data model. The constraints which have been
applied are limited to element cardinality, lengths, and type restrictions. Each of these transformations
does not invalidate the originally selected subset, but does provide application-specific details.

Figure 3-1 below describes the schema structures. IXM comprises the application XML data dictionary
which is an application of GIXDM using the International Standards Organization (ISO), National Crime
Information Center (NCIC), or other extensions. IXM contains all the elements needed to define the
request, acknowledgement, and response messages which will be used by clients to format requests and
interpret responses. The message schemas describe the requirements for a specific business function.

ISO NCIC Other Extensions

GJIXDM
(Global Justice Schema)

T

IXM
(IDENT Core Schema)

T

Operation Specific
Messages (WSDL)

Figure 3-1: Application Data Model Diagram

3.3 Data

The Electronic Fingerprint Transmission Specification (EFTS) support has significantly shaped this
specification. The EFTS file definition, including transactions and data fields, was used as a guide for the
selection of a GJXDM subset. In addition, mappings between IXM data model and EFTS have been

> http://www.it.ojp.gov/gjxdm/
® http://niem.gov/
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created in order to facilitate the use of EFTS within IXXM. These mappings also promote interoperability
between US-VISIT/IDENT and the Integrated Automated Fingerprint Identification System (IAFIS).

3.4 Message Structure

The body of each SOAP message invokes an individual operation. Figure 3-2 below shows the Message
Structure. Explicitly defining each operation within an operation context will allow the XML schema to
validate the operational details and data for each form of request. Each request message begins with an
operation-specific section called Options which provides parameters to the specific operation. The
Activity block is required information for all messages and is therefore shaded in the figure below

Operation

Data

Options

Activity

Person, EFTS, or EBTS

Derogatory Information

Document

Comment

Figure 3-2: Message Structure

The Options block is followed by the Activity block. This Activity block is specific to the given activity
performed by the organization making the request. Activity defines the activity being performed along
with basic contextual information (e.g. who, what, where, etc.). Activities may span multiple messages,
providing a consistent mechanism to relate a series of requests. Following the activity block is the Person
block which contains the biographic information about an individual. Following the Person block are
optional blocks consisting of Derogatorylnformation, Document, and Comment blocks and their
corresponding sub-blocks. All sub-blocks inside the data section are the payload or service specific data.
Below is a list of the data structures or blocks and their descriptions.

= Operation — SOAP specific terminology for the service you want to perform (e.g. Identify, Verify,
Retrieveldentity, RetrieveCriminalHistory, etc).

= Data — Payload information using GJXDM and IXM element hierarchy.

= Options — Additional information about the specific operation you want to perform. Specfic options
for each service are specified in attachments F1-F12

= Activity — An event about which an action is generated and may occur over a period of time or may
have multiple operations. Contains the activity being performed (e.g. who, what, where, etc.).
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= Person, EFTS, or EBTS — Contains person biographic and biometric information in GIXDM
(XML), EFTS, or EBTS format.

= Derogatorylnformation — Contains derogatory information for an encounter.

= Document — Contains document information and document subject person for an encounter.

= Comment — Contains comment description information for an encounter activity

Figure 3-3 shows a standard message hierarchy which is also an example of an Identify request operation.
For more information on the element definitions, please refer to Attachments D and E.

Operation

Data

Options

Activity

Person

PersonPhysicalDetails

PersonSocialDetails

PersonAssignedIDDetails

PersonBiometricDetalils

PersonDigitallmage

PersonFingerprintSet

PersonlrisFeatures

Document

DocumentDescriptiveMetadata

DocumentSubject.Person

Figure 3-3: Identify Data Message Structure Example
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4.0 Messaging Operations

Each operation (e.g. Identify, Verify, and other operations) is defined by a request, optional
acknowledgement, and response, provided in a XML message format. The messaging services are SOAP
operations designed to perform a specific business function or task. Each operation is classified as either
synchronous or asynchronous. Synchronous messaging services provide a client with an immediate
response for each request message. An acknowledgement message is defined for all asynchronous
messaging.. If an error is encountered while processing the XML request messages, a Fault XML message
is returned to the client.

4.1 Request Message

Every Request must be sent as a standard SOAP/XML message, formatted as defined in the IDENT Web
services request schema and the WSDL provided. The details of the specific payload information for each
service are provided in the request schemas. See Attachment B: for an Identify Request Body example.

4.2 Acknowledgement Message

For asynchronous operations, the system will send a Request Acknowledgement Message in a standard
SOAP/XML message containing the Encounter ID (EID) which represents a unique identifier for the
encounter involving an individual. The client application uses the EID to link their original requests and
retrieve the response data for each request Activity. The synchronous web services contain no
acknowledgment messages. See Attachment B: for an Acknowledgement Body identify example.

4.3 Fault Message

The system will send a Fault Message in a standard SOAP/XML message containing the message ID that
the client application uses to link their original requests and retrieve the response data for each Request
Activity. If an error occurred, the client application needs to parse the SOAP message for information on
the error encountered and handle the errors accordingly. All requesting messages must validate against to
the IXM schema (ident.xsd) file. For example, an element of data type date must have a standard XML
schema date format which includes the date, month, and year.

4.4 Response Message

The system will send a Response Message in a standard SOAP/XML message with the response data
embedded inside the SOAP message provided no system error occurred. If an error occurred, the client
needs to parse the SOAP message for details regarding the error. The details of the Response messages
vary for each service and are provided in the schema. See Attachment B: for an example of an
Identification Response.
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4.5 Operations

The following tables describe the operations, and their specific request, acknowledgement, fault, and response messages at a high-level.
Table 4-1 describes all operations related to identification, verification, and retrieval of biometric data.

Operations

Response

Comment

Identify

(asynchronous)

Given a biometric encounter
searches the entire
population of stored
biometrics to find a previous
encounter with the same
biometrics. If a previous
encounter is found, this new
biometric encounters is
retained and associated with
it. If no previous encounter is
found, the new biometric
encounter is enrolled
(indicating a new subject).

Verify
(synchronous)

Given a biometric encounter
and identity claim, compare
stored biometrics associated
with identity claim. If
matched, this new biometric
encounter is retained and
associated with previous
encounter. If not matched,
initiate the Identify service.

Options
Activity
Person, EFTS, or EBTS

Person - 1 (including
PersonPhysicalDetails,
PersonSocialDetails,
PersonAssignedIDDetails,
and
PersonBiometricDetails)
Document —O:N (including
Document
DescriptiveMetadata,
Document
ControlMetadata, and
DocumentSubject.Person)

Options (VerifyRetainCode
or IdentifyFormat)
EncounterID or
PersonEnumeratorlD
(Identifies Subject)
Activity
— Person - 1 (including
PersonPhysicalDetails,
PersonSocialDetails,
PersonAssignedIDDetail
s, and
PersonBiometricDetails)
Document —O:N (including
Document
DescriptiveMetadata, and
DocumentSubject.Person)

| Acknowledgement |

= ActivitylD

= ActivityResultDate
= ActivityResultTime
® EncounterID (when

permited by privacy
rules/agreements)

N/A

General SOAP Fault

General SOAP Fault
or ObjectNotFound
Fault

Activity (Result)

EncounterID (when permitted
by privacy rules/agreements)

IdentityStatusCode (when
permitted by privacy
rules/agreements)

EncounterSummary— 1:N
(including EncounterlD,
EncounterTypeCode,
EncounterDate,
EncounterStatus)

Activity (Result)

EncounterID
VerificationStatusCode
Watch List Status

Potential EncounterSummary

Use Identify for initial
determination if an individual
is on the biometric watch list
then afterward use Verify
instead for quicker response
time.

Multiple documents may
have been presented

A summary including
multiple encounters may be
returned

Fingerprints can be 10-print
rolled, identification flats, or
2-prints (2-print enrollment is
being deprecated).

Use Verify when an EID or
Enumerator is known to
confirm an individual’s claim
to an identity by comparing
given biometric identifiers
against previously enrolled
biometric identifiers.

EncounterID is only returned
for encounters assigned to
an existing biometric
grouping.
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Operations

Retrieve Identity
(synchronous)

Given an encounter identifier,
returns encounter details,
including: physical details,
biometric data (as requested)
and document information.
Returned information
includes all encounters that
are associated with the same
person.

RetrieveCriminalHistory
(asynchronous)

Retrieves any criminal history
information associated with a
given encounter identifier.

PreVerify

Given a biographic encounter
and identity claim such as an
FIN, and/or Document,
compare stored biographic
associated with identity claim.
If matched, specifies what
prints to capture via the
VerifySync service. If not
matched, initiate the
IdentifySync service.

Request

Options
(IdentifyFormatCode or
EncounterBiometricCode)

EncounterID or
PersonEnumeratorlD

EnounterID
OrganizationORIID
TransactionControlNumber

Activity
Fingerprint ID or EID
Document

| Acknowledgement |
N/A

= ActivitylD
= ActivityResultDate
= ActivityResultTime

= N/A

Fault

General SOAP Fault
or ObjectNotFound
Fault

General SOAP Fault
or ObjectNotFound
Fault

General SOAP Fault or
ObjectNotFound Fault

Response

Activity (Result)
IdentifyStatusCode
EncounterlD
EncounterSummary

— Person (including
PersonPhysicalDetails,
Photo, and Document)

— PersonBiometricDetails —
PersonDigitallmage or
FingerprintSet or
PersonlrisFeatures

Activity (Result)
TransactionControlNumber
PersonName
PersonAssignedIDDetails
CriminalHistoryText

Activity (Result)

FingerprintCaptureTechniqueCa
tegoryCode

ServicesOperationCode

EID

IdentityStatusCode
FingerprintAnnotationDetails

Comment

= Use Retrieve Identity when
an EID is known to retrieve
data on encounter and
biometric information.

® Provide the user the ability to
retrieve data on encounter
and biometric information.

= Use Retrieve Criminal History
when an EID is known so
that IDENT may submit a
criminal history request to
IAFIS for the previously
associated biometric
information

The Pre-Verify Service will
determine the number of prints
to be captured and the
subsequent IXM request to be
sent to US-VISIT/IDENT.

- 10-Print Identify: If the traveler
is unknown or the FIN from
TECS is found to be invalid, then
capture 10-Prints and Identify

- 10-Print Verify: If the traveler is
known, but not Enumerated OR
is Enumerated, but has
insufficient quality 10-prints,
then capture 10-Prints and
Verify

- 4-Print Verify: If the traveler is
Enumerated and has 10-prints
of sufficient quality, then
capture slap/4-prints and Verify
- No Prints: If the traveler is
known to be unprintable, then
capture no prints

IDENT-TOOO7-MAN-IXMTSP-003-D
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Operations

IdentifySync
(synchronous)

Searches the entire
population of stored
biometrics to find a previous
encounter with the matching
biometrics. If a previous
encounter is found, this new
biometric encounter is
retained and associated with
it. If no previous encounter is
found, the new biometric
encounter is enrolled
(indicating a new subject).

VerifySync
(synchronous)

Given a biometric encounter
an identity claim, compare
stored biometrics associated
with identity claim. If
matched, this new biometric
encounter is retained and
associated with previous
encounter. If not matched,
the entire population will be
searched.

AddBiometrics

(synchronous)

Provides additional biometric
information to existing
biometric encounter.

AddDisposition
(synchronous)

Provides a disposition to an
existing encounter and other
metric information.

Request

Same as Identify above, but
synchronous

Same as Verify above, but
synchronous

Activity
EID
PersonBiometricDetails

Activity

EID
PrimaryDispositionText
ServiceRequesterMetric

| Acknowledgement |
= N/A

= N/A

= N/A

= N/A

Fault
General SOAP Fault

General SOAP Fault or
ObjectNotFound Fault

General SOAP Fault or
ObjectNotFound Fault

General SOAP Fault or
ObjectNotFound Fault

Response
Activity (Result)

EID
= |dentity

= Activity (Result)

= \Verification Status
= EID

= |dentity

= Activity (Result)

= Activity (Result)
= ServiceProviderMetric

Comment

Use Identify for initial
determination if an individual is
on the biometric watch list then
afterward use Verify instead for
quicker response time.

Multiple documents may have
been presented

A summary including multiple
encounters may be returned

Fingerprints can be 10-print
rolled, identification flats, or 2-
prints (2-print enroliment is
being deprecated).

No EncounterlD is returned for
identify only requests.

Use Verify when an EID or
Enumerator is known to confirm
an individual’s claim to an
identity by comparing given
biometric identifiers against
previously enrolled biometric
identifiers.

EncounterlD is only returned for
encounters assigned to an
existing biometric grouping.

Used capture additional 6 prints
and send a Verify Service:
Continue.

Implemented specifically for the
CBP officer at Primary to enter
disposition information into the
CBP client application and then
send to US-VISIT/IDENT.

IDENT-TOOO7-MAN-IXMTSP-003-D
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Operations

DerogatoryUpdateNotifcation
(Notification Message Only)
DerogatoryUpdateNotification
is generated when a
derogatory information about
a subject is updated; when
the subject is promoted or
demoted from the Watchlist,
or when a new Watchlist level
Dl is added to already
promoted subject. The
Notification Type in the
message indicates promote,
demote, or update. The
message also contains the
subject EID, it's owning OUS,
and list of added and/or
deleted Dls associated with
that subject.

EncounterNotification
(Notification Message Only)
EncounterNotification is
generated when a biometric
hit occurs for the watched
subject. The message
contains the EID of the
existing encounter that is
being watched and the EID of
the new encounter that hits
against the watched
encounter.

EnumeratorReassignNotificati
on

(Notification Message Only)

= N/A

= N/A

Request

| Acknowledgement |
= N/A

= N/A

= N/A

= N/A

= N/A

= N/A

Fault

Response
Activity
NotificationType
EID+
IdentityStatusCode
DerogatoryUpdatelnformation+

Activity
EID+
EncounterSummary

PersonEnumeratorID
EID+

Comment

Table 4-1: IDENT Messaging Operations

IDENT-TOOO7-MAN-IXMTSP-003-D

14




US-VISIT

IDENT Exchange Messages Specification — v3.1

Table 4-2 describes all operations related to updating data within IDENT Systems

Operations

Request

Acknowledge-

ment

Add Derogatory
Information
(synchronous)

Adds derogatory
information to an
encounter. The addition
of such derogatory
information may result in
promoting the subject of
the encounter to the
biometric watch list.

Activity
EncounterlD
Derogatory Information

N/A

General SOAP Fault or
ObjectNotFound Fault

Response ‘ Comment

Activity
(Result)
DerogatoryInfo
rmationID

Deactivate Derogatory
Information
(synchronous)

Updates derogatory
information on an
encounter. The updating
of such derogatory
information may result in
demotion of the subject
of the encounter from
the biometric watch list.

Activity
Derogatory
InformationID

N/A

General SOAP Fault or
ObjectNotFound Fault

Activity
(Result)

DeleteEncounters
(asynchronous)
Removes an encounter
from the US-vISIT/IDENT
system..

Activity
EncounterlD

Table 4-2: IDENT Update Messaging Operations

ActivitylD
ActivityRe
sultDate
ActivityRe
sultTime

General SOAP Fault or
ObjectNotFound Fault

Activity
(Result)
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5.0 Identify

The ldentify messaging service searches IDENT using submitted biometric identifiers and enrolls the
subject if no matches are found. The Identify messaging service is an asynchronous operation. This
process provides a background check against the Watch List and can identify fraudulent applications.

Figure 5-1 depicts an Identify (previously known as Search) operation sequence diagram. In this case, the
IDENT system receives an Identify request with the IdentifyRetainCode option set to Enroll from an
external client. It then immediately responds with an Identify Acknowledgement message containing the
EID after the payload is processed. Since the Identify operation is asynchronous, additional processing
will continue on the back-end. After some time, the process will return the Watch List results with the
EID and the status to the external client. Then, at a later time, the IDENT system will return the final
Identify results to the external client. The rectangular bar shown in the diagram below is an activation box
that indicates processing and time required to complete a task.

External US-VISIT/IDENT

System System Processing

| | |
Identify (Request with IdentifyRetainCode :
|
|

= Enroll)
eid
_ I S
IdentifyAcknowledgement (eid)
oo o%
|
|
Identification (R és ult with eid, status) w.
i
|

Identification (Result Wwith eid, status)

Figure 5-1: Identify Operation Sequence Diagram

5.1 Identify Element
Please see Attachment F1: Table F-1 for the element definition for an Identify request operation.

5.2 Identify Acknowledgement Element

Please see Attachment F1: Table F-2 for the element definition for an Identify Acknowledgement
operation.

5.3 Identification Element

Please see Attachment F1: Table F-3 for the element definition for Identification, a result of the Identify
operation.
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6.0 Verify

The Verify messaging service determines if a subject is the same individual for whom a background
check was conducted or a credential was issued. The Verify operation confirms the subject’s identity
using submitted biometric identifiers against previously enrolled biometric identifiers.

Figure 6-1 below shows an external system requesting a Verify operation with the VerifyRetainCode
option set to “Verify Only” option and the IDENT system immediately returning a Verify result of
Match. Once a Match result is reported to the external system the request is completed. This example
shows a synchronous Verify messaging service even though additional processing may occur after the
result has been provided.

External US-VISIT/IDENT
System System

; Verify (Request with :
| VerifyRetainCode = Verify Only}, !

T
|
|
|
|
~
VerificatiONmatcn
Logging and
|
|
|
|

Processing

retainment
process occurs
here.

Figure 6-1: Match Verify Operation Sequence Diagram

Figure 6-2 below shows an example of a Verify operation as an asynchronous messaging service. In this
case, an external system requests a Verify operation with Verify Only option and the IDENT system
immediately returns a potential mismatch. The external system waits for a final result to be returned after
further processing.

External US-VISIT/IDENT Processing
System System
; Verify (Request with ! |
! VerifyRetainCode = Verify Only}, ! :
|
~y

Verificationdotentiaimatch

retainment
process may
occur here.

|
I—II Logging and
|
|
|
|

Figure 6-2: Potential Mismatch Verify Operation Sequence Diagram

6.1 Verify Element
Please see Attachment F2, Table F2-1 for the element definition for a Verify operation.

6.2 Verification Element
Please see Attachment F2, Table F2-2 the element definition for Verification, result of Verify operation.
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7.0 Retrieve Identity

The Retrieve Identity operation accepts an EID and returns the details about the requested encounter and
all other encounters associated with the subject. The external system may make a Retrieve Identity request
with the ldentityFormatCode option set to List, Summary, or Detail and the EncounterBiometricsCode
option set to None, Digitalimage, or All. The Retrieve Identity operation allows the external system to
request biometric information including photographs, and fingerprints by using the
EncounterBiometricsCode set to Digitallmage (photograph only)or All (all biometrics)

Figure 7-1 below shows a simple synchronous Retrieve Identity message service communication between
the external system and the IDENT system. The external system submits a Retrieve message and it will
receive the result or a fault message. No additional back-end processing occurs for the Retrieve Identity
operation.

External US-VISIT/IDENT

System System
T

| i
Retrieveldentity (Request with IdentityFagmatCode or
EncounterBiometricsCode)

Identity

Figure 7-1: Retrieve Identity Operation Sequence Diagram

7.1 Retrieve ldentity Element
Please see Attachment F3, Table F3-1 for the element definition for a Retrieve Identity operation.

7.2 ldentification Element
Please see Attachment F3, Table F3-2 for the element definition for Identification, the result of Retrieve
Identity operation.
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8.0 Retrieve Criminal History
Following the submission of an IDENT Identify operation, the external client may additionally request
retrieval of a Criminal Master File or Civil File via the Retrieve Criminal History messaging operation.

Figure 8-1 below shows a sequence diagram indicating a user making two separate requests for initial
enrollment to IDENT via an Identify operation. This is immediately followed by a Retrieve Criminal
History request which results in the IDENT system submitting an EBTS record format to IAFIS. This
Retrieve Criminal History messaging operation is asynchronous because of the time lag between the
initial Identify operation and the additional time required for IAFIS to return the final result to the user.
Once the user receives the EID from the Identify Acknowledgement, the user may submit a Retrieve
Criminal History request with the provided EID.
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glen

t<createx>.. .
| ACt|V|tyRetrieveCriminalHistoryWithInitiaIEnroIImem System

US-VISIT/IDENT . IAFIS
Processing System

|
|
Identify (Request with :
IdentifyRetainCode = Enroll) !

IdentifyAcknowledgement(eid)

—————————————— T

RetrieveCriminalHistory (eid, ori

=

N\
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

EFTSRecordSubmission

Acknowledgement

RetrieveCriminalHistaryAck

Identification (Result with eid, statlis) w.

WLResult

———d e ——

FinalldentifyResult J
and Enrolled :

|
CriminalHistory (Result with :fnu, CriminalHistoryResults)

CriminalHistoryRe

|
|
|
|
|
I
I
|
|
|
|
|
|
|
|
|
|
I
I
:
| Identification (Result wjith eid, status)
| L
|
|
|
|
|
I
I
|
|
|
|
|
|
|
|
|
|
|
I

____________________|

-]

Figure 8-1: ldentify Followed By Retrieve Criminal History Operation Sequence Diagram

Figure 8-2 below shows only the Retrieve Criminal History operation. The user may request the Retrieve
Criminal History operation directly following the initial enroliment to IDENT system shown in Figure 8-
1. Immediately following the external client requests of Retrieve Criminal History, the IDENT system
will send a standard Acknowledgement message including the date and time to the external client. The
final Criminal History result will be provided as soon as IAFIS completes processing.
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External
System

US-VISIT/IDENT
System

| IdentifylAFIS (eid, ori) |

Identifyl AFISAck

e |

Processing

|

|
EFTSRecordSubmission

|

IAFIS
System

i

Figure 8-2: Retrieve Criminal History Operation Sequence Diagram

8.1 Retrieve Criminal History Element
Please see Attachment F4, Table F4-1 for the element definition for a Retrieve Criminal History request

operation.

|
:
|
IdentifyIAF:ISResuIts (fnu, IdentifyIAFISResdlIts)
| |
|
|
|
|
|
|
|
|
|
|

8.2 Retrieve Criminal History Acknowledgement Element
Please see Attachment F4, Table F4-2 for the element definition of Acknowledgement of a Retrieve
Criminal History operation.

8.3 Criminal History Element
Please see Attachment F4, Table F4-3 the element definition of Criminal History, result of Retrieve
Criminal History operation.
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9.0 PreVerify

A PreVerify operation is a synchronous service. It accepts either a Fingerprint ID (FIN) or Encounter ID
(EID) along with Document information or Document information without the FIN or EID. PreVerify
specifies if a biometric encounter exists in US-VISIT/IDENT system, what type of fingerprints to capture,
and what service operation code to perform in the next request messages to IDENT. If no error occurs, the
US-VISIT/IDENT system then returns the PreVerification message. If an error occurs, a SOAP fault will
be returned. Please refer to Attachment F for all US-VISIT/IDENT services implemented and used by
external agencies. Figure 9-1 below shows a sequence diagram of the PreVerify service.

External US-VISIT/IDENT
System System

I I

| |

| PreVerify |

PreVerification
or Fault

Figure 9-1. PreVerify Sequence Diagram

9.1 PreVerify Element
Please see Attachment F5, Table F5-1 for the element definition for a PreVerify request operation.

9.2 PreVerification Element
Please see Attachment F5, Table F5-2 the element definition of PreVerification, result of PreVerify
operation.
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10.0 IdentifySync

An IdentifySync operation is a synchronous service used for submitting new biometric encounter
information. The IdentifySync service is used for initial determination if an individual is on the biometric
watch list. If no error occurs, the US-VISIT/IDENT system then sends an IdentificationSync message to
the calling application. If an error occurs, a SOAP fault will be returned. Figure 10-1 below shows a
sequence diagram of the IdentifySync service. Please refer to Attachment F for all US-VISIT/IDENT

services used by external agencies.

External US-VISIT/IDENT
System System

I I

| |

| IdentifySync |

IdentificationSync
or Fault

Figure 10-1. IdentifySync Sequence Diagram

10.1 IdentifySync Element
Although the service operation is different, the payload content of IdentifySync is the same as Identify
payload. Please see Attachment F7, Table F-1 for the element definition for an IdentifySync request

operation.

10.2 IdentificationSync Element
Although the service operation is different, the payload content of IdentificationSync is the same as
Identification payload. Please see Attachment F7, Table F-2 the element definition of IdentificationSync,

result of ldentifySync operation.
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11.0 VerifySync

A VerifySync operation is a synchronous service. Use VerifySync when an EID or Enumerator is known
to confirm an individual’s claim to an identity by comparing given biometric identifiers against
previously enrolled biometric identifiers. An EID is only returned for encounters assigned to an existing
biometric grouping. If no error occurs, the US-VISIT/IDENT system then sends a VerificationSync
message to the calling application. If an error occurs, a SOAP fault will be returned. Figure 11-11 below
shows a sequence diagram of the VerifySync service. Please refer to Attachment F for all US-
VISIT/IDENT services used by external agencies.

External US-VISIT/IDENT
System System

I I
| |
| VerifySync |

Verification
or Fault

Figure 11-1. VerifySync Sequence Diagram

11.1 VerifySync Element
Although the service operation is different, the payload content of VerifySync is the same as Verify
payload. Please see Attachment F8, Table F2-1 for the element definition for a VerifySync request

operation.

11.2 VerificationSync Element
Although the service operation is different, the payload content of VerificationSync is the same as
Verification payload. Please see Attachment F8, Table F2-2 the element definition of VerificationSync,

result of ldentifySync operation.
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12.0 AddBiometrics

An AddBiometrics operation is a synchronous service. Use the AddBiometrics service to provide
additional 6-Prints to US-VISIT/IDENT system once US-VISIT/IDENT has determined that the quality
of the biometric is insufficient. If no error occurs, the US-VISIT/IDENT system then sends a
BiometricsAdded message to the calling application. If an error occurs, a SOAP fault will be returned.
Figure 12-1 below shows a sequence diagram of the AddBiometrics service. Please refer to Attachment F
for all US-VISIT/IDENT services used by external agencies.

External US-VISIT/IDENT
System System

I I
| |
| AddBiometrics |

BiometricsAdded
or Fault

Figure 12-1. AddBiometrics Sequence Diagram

12.1 AddBiometrics Element
Please see Attachment F6, Table F6-1 for the element definition for an AddBiometrics request operation.

12.2 BiometricsAdded Element
Please see Attachment F6, Table F6-2 the element definition of BiometricsAdded, result of
AddBiometrics operation.
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13.0 AddDisposition

An AddDisposition is a synchronous operation. Use the AddDisposition request message to provide
disposition and metric information to the US-VISIT/IDENT system. If no error occurs, the US-
VISIT/IDENT system then sends a BiometricsAdded message to the calling application. If an error
occurs, a SOAP fault will be returned. Figure 13-1 below shows a sequence diagram of the
AddDisposition service. Please refer to Attachment F for all US-VISIT/IDENT services used by external
agencies.

External US-VISIT/IDENT
System System

| I

| |

| AddDisposition |

DispositionAdded
____________ orfaut _________

Figure 13-1. AddDisposition Sequence Diagram

13.1 AddDisposition Element
Please see Attachment F6, Table F6-3 for the element definition for an AddDisposition request operation.

13.2 DispostionAdded Element
Please see Attachment F6, Table F6-4 the element definition of DispositionAdded, result of

AddDisposition operation.
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14.0 Notification Messages

A notification message specifies to the clients a change that may occur about an encounter record.
Consumers of the messaging services may subscribe to any notification messages. Subscribers will
receive the following notification messages:

= DerogoratoryUpdateNotification — This message is generated when a derogatory information about a
subject is updated; when the subject is promoted or demoted from the Watchlist, or when a new
Watchlist level DI is added to already promoted subject. The Notification Type in the message
indicates promote, demote, or update. The message also contains the subject EID, it's owning OUS,
and list of added and/or deleted DIs associated with that subject.

= EncounterNotification - This message is generated when a biometric hit occurs for the watched
subject. The message contains the EID of the existing encounter that is being watched and the EID of
the new encounter that hits against the watched encounter.

= EnumeratorNotification — This message is generated when an enumerator is added, changed, or
deleted to an identity known by the external stakeholder,

= EnumeratorReassignNotification — This message is generated when the enumerator is reassigned to a
different encounter within the identity.

14.1 DerogatoryUpdateNotification Element
Please see Attachment F12, Table F11-1 for the element definition for a DerogatoryUpdateNotification
message.

14.2 EncounterNotification Element
Please see Attachment F12, Table F11-2 for the element definition for a EncounterNotification message.

14.3 EnumeratorNotification Element
Please see Attachment F12, Table F11-3 for the element definition for an EnumeratorNotification
message.

14.4 EnumeratorReassignNotification Element
Please see Attachment F12, Table F11-4 for the element definition for an
EnumeratorReassignNotification message.
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15.0 SOAP and WS-Addresing Header Information

This section contains information about the SOAP header and the WS-Addressing elements used for reply
messages. Check the WS-Addressing 1.0 Core Specification and SOAP Version 1.2 Specification for
more details on elements used in this section. For an example of a SOAP header with WS-Addressing,

please refer to Attachment B.
15.1 SOAP Request Header

All request messages for each service operation must have a SOAP request header with the following

WS-Addressing elements specified below.

i_ident:SOAPRequestHeaderType |
| —Ewsa:Messagelﬂ |
|

wsa:To |

I ‘"I

| awsaReplyTo

S0APRequestHeader [}]—|{—--—j§|—

Contains inforrnation about the
SOAP request header, Check
the WS-Addressing 1.0 Core
Specification and SCAP
Verzion 1.2 Specification For
rnare details,

| J"'.vu'sm:Fn:-m

|
|
|
| - weskauitTo B |
|
|

|

Figure 15-1: SOAP Request Header Element

15.2 SOAP Acknowledgement Header

Figure 15-2 specifies the WS-Addressing elements that the external users will receive from the IDENT
message operations for all acknowledgement header messages

riv|:|E:rrt:Slll}II.lf'l.PHfz:av|:|u=.!rT3,|I|:|n=.! |

fwsa:MessagelD |

SOAPAcknowledgementHeader El—|—[—--— =

waatAction

n

Caontaing information about the SoARP
acknowledgernent header, Check the
WS-Addressing 1.0 Core Specification and
SOARP Version 1.2 Specification Far more
details,

wzaRelatesTo

Fal

Figure 15-2: SOAP Acknowledgement Header Element
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15.3 SOAP Response

Header

Figure 15-3 specifies the WS-Addressing elements that the external users will receive from the IDENT
message operations for all response header messages.

rirl:lE:nt:Eli:ll.lil.PHE:iirl:lf:rT].nl]:nE: |

fwsa:MessagelD |

SOAPResponseHeader E}I{* =

Cantains informnation about the
SOAP response header, Check |
the WS-Addressing 1.0 Core
Specification and SOAP Yersion |_
1.2 Specification For mare details,

Figure 15-3: SOAP Response Header Element

15.4 SOAP Fault Header
Figure 15-4 specifies the WS-Addressing elements that the external users will receive from the IDENT

message operations for all fault header messages. This message contains the same set of elements defined
in the response and acknowledgement header messages.

l_ident:SOAPHeaderType |

SOAPFaultHeader EH{——T]

wsa:MessagelD |

w1l

wsaAction

k]

wsa:RelatesTo

]

Figure 15-4: SOAP Fault Header Element
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16.0 Error Messages and SOAP Fault

All message or service operations may return a fault or error messages in the format of a SOAP fault
message as specified in the SOAP 1.2 Specification. The SOAP header will contain the related to message
ID that the client application uses to link their original requests. If an error occurred, the client application
needs to parse the SOAP message for information on the error encountered and handle the errors
accordingly. When XML document errors are encountered, the system returns the validation error
messages. Corrections to the XML document will need to be made by the end-users and re-submitted.
Figure 16-1 specifies the SOAP fault elements that the external users may receive from the message
operations.

Contains the SOAR 1.2 Fault
structure, Check the SCAP
Version 1.2 Specification Far
rnake details

Figure 16-1: SOAP Fault Element

The SOAP fault detail element may contain error code and message text that is specific to the IDENT
service operations under the IDENTFault element. Figure 16-2 specifies the FaultDetails within the
SOAP fault detail elements that the external users may receive from the message operations (shown in
bottom right). Under the FaultDetails is an IDENT specific FaultDetail element that contains the error
code for an error and the message text for the description of the error.

T T T T T T
| i:FaultDetails Type i:FaultDetail Type
———— =i:Error Timestam =

=8 3

|

Contains that timestamp of | | i:FaultDetail [%]1|{____ = Cantains the enor code
| T
|

FaultDetails [—]

when an error occurred,

—-*-—:EI—| i:FaultDetail

1.0 | i:MessageText

k]

Contains the description of
| the error encountered

Figure 16-2: FaultDetails Element
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Refer to Attachment B for an example of an XML file showing an example of a SOAP fault details
message with IDENT specific error code and message text defined in the SOAP detail element.

For a list of possible error codes and error messages provided by the IDENT operations, please refer to
Attachment D.
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17.0 Submitting an EFTS Package

IXM promotes interoperability with IAFIS by allowing external clients to submit data to IDENT in two
ways: (1) using the EFTS binary format in a base64 encoding EFTS XML element or (2) using a GIXDM
Person structure in XML format. XM EFTS data element preserves the exact content of the EFTS format
including its Type-1, Type-2, and Type-14 records as needed for submission to IAFIS.

When using the Identify or the Verify messaging service the external client may submit either an “EFTS
format” record or an “XML format” record (the latter follows GJIXDM element naming conventions). All
response messages are in XML format, even if the request was submitted in EFTS format. To submit an
EFTS format record to the Identify messaging service, the content of the payload contains the Activity,
Identify Option (Identify Only, Identify Assigned, or Identify Enrolled), and EFTS data elements. For
examples of the Identify operation using XML or EFTS format, please refer to the Attachment B of the
IXM Specification 3.1.

When using an “EFTS format” record, the EFTS data element is a base64 encoded binary text data type.
All EFTS records submitted in an EFTS data element must follow the standard EFTS format. The EFTS
format was based on the ANSI/NIST-ITL non-XML standard EFTS package. Since EFTS is a binary
format and XML only allows for specific characters, the entire EFTS package must be base64 encoded.
This is not the case when the “GJXDM format” option is used.

When using “GJXDM format” for submission, only the image data is base64 encoded. Like the
ANSI/NIST-ITL XML Ad Hoc Group’s schema, the IXM “GJDXM format” messages specify base64
encoding only for the binary data. All other data is supplied in XML-tagged clear text.

The IXM Specification 3.1 document provides element definition tables for the XML elements. These
tables have a standardized structure where an element is identified by an element name and then its sub-
elements. For each sub-element, all possible Format/VValues are called out. In the IXM document tables,
the listed Format/Values are not constrained by the context. For example, a sub-element called
“BinaryFormatText” can generally have one of six values:

= application/efts
application/ebts
= image/jpg
image/wsq

application/x-mnt

application/x-fbk

In a given context, only one of these is correct. However, all six are always called out in the tables
whenever BinaryFormatText is described.

An image/jpg is used when submitting facial digital images. An image/wsq is used when submitting
fingerprint images. Application/efts is only used when you have chosen the option to submit in an “EFTS
format” record format. In this case, the complete EFTS transaction submission package is treated as a
binary object and encoded in base64. An example of an Identify operation using an EFTS format is shown
in Attachment B:. Note that Attachment B provides examples of the two alternatives for an IXM
submission: (1) using the “GJXDM format” and (2) using the “EFTS format”.
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Although IXM accepts all base64-encoding binary data elements, it is recommended that external client

applications support base64 encoding using XML-binary Optimized Packaging (XOP) for attaching
binary outside of the XML data to optimize communications.

For a table of how EFTS fields map to IXM and GJXDM messaging, please refer to Attachment C.
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18.0 Additional Information
This section contains additional information useful for processing and packaging the XML data.

18.1 Fingerprint Set Definition
Table 18-1 contains the IDENT fingerprint set definition.

Fingerprint Types ‘ Fingerprint Impression
Finger Code
10-Print Rolled 1-10 Impression 1 (Live-Scan Rolled) or 3 (Nonlive-Scan Rolled)
11-14 Impression O (Live-Scan Plain) or 2 (Nonlive-Scan Plain)
Identification Flat (10-prints) 13-15 Impression O (Live-Scan Plain) or 2 (Nonlive-Scan Plain)
2-Prints 1-10 Impression O (Live-Scan Plain), 1 (Live-Scan Rolled), 2

(Nonlive-Scan Plain), or 3 (Nonlive-Scan Rolled)

Table 18-1: IDENT Fingerprint Set Definition

18.1.1 10-Print Rolled
10-Print Rolled fingerprints consist of 14 fingerprint images (each finger has its own image). It contains

the following fingerprint information.

= 10 single finger (1-10 images) with impression type of Live-Scan Rolled or Nonlive-Scan Rolled
= 4 slaps (4 images) with impression type of Live-Scan Plain or Nonlive-Scan Plain with the following
finger code (e.g. FingerprintFingerCode).
- 11 — right thumb
- 12 — left thumb
- 13 — right four fingers
- 14 — left four fingers

18.1.2 Identification Flat
An Identification Flat is a type of 10-Print that contains the following fingerprint information.

= 3 fingerprint images (1 image per fingerprint) with impression type of Live-Scan Plain or Nonlive-
Scan Plain
= The following are the finger codes for Identification Flat.

- 13 right four fingers (4 segments with fingers 2, 3, 4, 5)

— 14 left four fingers (4 segments with fingers 7, 8, 9, 10)

— 15 left and right thumbs (2 segments with fingers 1, 6)

— When the individual is missing both thumbs, external agencies should send US-VISIT fingerprint
code 15 as amputated or missing with no image rather than sending annotations for each finger.

- When the individual is missing all fingers from one slap, external agencies must send US-VISIT
the slap (fingerprint code of 13 or 14) as amputated or missing with no image rather than sending
annotations for each finger.

— All fingerprint types with a finger pattern code of either bandaged or amputated do not require
image or segment information.

Table 18-2 below following describes the fingerprint priorities for 10-Print Identification Flats.

Fingerprint Sets Definition and Priorities

IXM Verify shall accept a minimum of 3 fingers from a slap when verifying the identity of an
enumerated individual with sufficient quality prints
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Fingerprint Sets Definition and Priorities

IXM Identify shall accept minutiae for 3 prints per hand, 2 total prints may be accepted if no other
prints are available, from CBP OIT application for each individual per encounter.

IXM Identify shall accept the first 3 extracted features from both hands in the following priority
order: Index, Middle, Ring, Thumb, Pinky

IXM ldentify shall accept at least 2 extracted features from individuals who have unprintable
fingers (temporary or permanent).

IXM Verify shall accept minutiae for 3 prints per hand from CBP OIT application for each individual
per encounter.

IXM Verify shall accept the first 3 extracted features from both hands in the following priority
order: Index, Middle, Ring, Thumb, Pinky

IXM Verify shall accept at least 2 extracted features from individuals who have unprintable fingers
(temporary or permanent).

IXM Identify shall accept the first 3 extracted features from one hand if any print is damaged
(temporary or permanent) in the following priority order: Index, Middle, Ring, Thumb, Pinky

IXM ldentify shall accept the first 3 extracted features from one hand if the individual is missing a
hand in the following priority order: Index, Thumb, Middle, Ring, Pinky

IXM Verify shall accept the first 3 extracted features from one hand if any print is damaged
(temporary or permanent) in the following priority order: Index, Middle, Ring, Thumb, Pinky

IXM Verify shall accept the first 3 extracted features from one hand if the individual is missing a
hand in the following priority order: Index, Thumb, Middle, Ring, Pinky

IXM Verify shall accept the first 3 extracted features from a slap in the following priority order:
Index, Middle, Ring, Pinky

Table 18-2: Fingerprint Set Priorities

18.1.3 2-Prints

Two-prints consist of 2 fingerprint images with impression type of Live-Scan Plain/Rolled or Nonlive-
Scan Plain/Rolled for finger code 2 and 7. The following is the Immigration and Customs Enforcement
(ICE) finger replacement policy for missing index finger for 2-prints.

= |[f the RIGHT index finger is missing, provide the alternative finger code from the RIGHT hand in the
following order, thumb, middle, ring, and little.

= |[f the LEFT index finger is missing, provide the alternative finger code from the LEFT hand in the
following order: thumb, middle, ring, and little.

= |f the one of the hand is missing, provide the finger code from the other hand in the following order:
thumb, middle, ring, and little.

= Each image must be of different finger code.

18.1.4 Bandaged or Amputated Finger
All fingerprint types with finger pattern code of either bandaged or amputated does not require image or
segment information.

18.2 Binary Data Package

This section describes the packaging of binary data within a SOAP/XML messaging services. The IDENT
messaging services support base64 encoding using XML-binary Optimized Packaging (XOP) for
attaching binary outside of the XML data to optimize communications. An XOP package is created by

IDENT-TOOO7-MAN-IXMTSP-004-D 35



US-VISIT
IDENT Exchange Messages Specification — v3.1

placing a serialization of the XML data using Multipurpose Internet Mail Extensions (MIME)
encapsulation. Any base64-encoded binary data (with XML Schema base64Binary datatype) inside the
XML payload are extracted and re-encoded and placed in the XOP package. The portions of the binary
data are marked with element xop:Include that includes links to the packaged data using URIs in the
attribute href. Figure 18-1 below shows is an example of a binary data for a photo prior to XOP
processing.

XOP Sample

<!-- Below is an example of a binary data of a photo prior to XOP processing.. ->
<m:data xmIns:m="http://example.org/stuff'>
<m:photo>/aWKKapGGyQ=</m:photo>

</m.data>

<!-Below is the serialized XOP package of the photo. -->
-MIME_boundary

Content-Type: application/xop+xml;

charset=UTF-8;

type="text/xml"

Content-Transfer-Encoding: 8bit

Content-ID: <mymessage.xml@example.org>

<m:data xmIns:m="http://example.org/stuff'>
<m:photo><xop:Include
xmins:xop="http://www.w3.0rg/2004/08/xop/include’
href='cid:http://example.org/me.png'/></m:photo>
</m:data>

Figure 18-1.XOP Sample
For additional information on the XOP, please refer to the URL below.
http://www.w3.0rg/TR/2005/REC-x0p10-20050125/.

18.3 Country and Place of Birth Codes

IXM uses the International Organization for Standardization (ISO) 3166-1 alpha-3 characters country
codes for citizenship (PersonCitizenshipCode) and nationality (PersonNationalityCode) codes. IDENT
currently does not support two character country codes.

IXM uses the two characters National Crime and Information Center (NCIC) codes for place of birth
(PersonBirthPlaceCode) that identifies the state, province, or country of a person's birth. Although IAFIS
requires the place of birth in its EFTS record submission, the IDENT messaging format has place of birth
as an optional element since most clients do not have the information nor require it. For those agencies
that need to perform an IAFIS Search, they need to provide place of birth via IXM. If the agencies do not
have place of birth and according to the EFTS record submission, they should provide either ‘Y'Y~
(country not on the list), or “XX’ (unknown).
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18.4 Document Type Codes

Table 18-3 below contains the document type as specified with the IXM Specification. Additional
document types may be implemented based on applicable business requirements and official US-
VISIT/IDENT Government direction.

Document Description
Type

Permanent Resident Card Prior to 1998

Social Security Number

Border Crossing Card

Permanent Resident Card (Legacy IDENT)

Facilitation Document

INSPASS Document

Military

Passport

Reentry Permit Refugee

<4 Uv=zZz—Towwn >

Visa
Immigrant Visa
Non-Immigrant Visa

0O < <
= 2 =

Permanent Resident Card

Alien Registration Card

Re-entry Permit, issued to 2003

Refugee Travel Document (Re-entry Permit prior to 2003)

= >
O B

—
L)

Table 18-3.Document Type Codes

18.5 Date and Time Data Elements

All date and time date element pairs must have the same time zone offset. This applies for all date and
time element pairs within the IXM schema such as ActivityDate, ActivityTime, BiometricCaptureDate,
BiometricCaptureTime, BinaryCaptureDate, BinaryCaptureTime, and others. If no time zone offset is
specified within the XXM date or time data elements, then the XM XML schema will default to the
Coordinated Universal Time (UTC) time zone. If there exists any missing time zone between the date and
time data element pairs, the default will also be UTC. UTC is also referred to as Zulu time. If the time
zone provided in the correlated date and time data elements do not match each other, then an error (IXM-
19010) is returned to the client application. If an error occurs, a SOAP fault will be returned (see Table 4-
4).
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Attachment A: Acronyms and Abbreviations

The following acronyms and abbreviations are used in this document.

Acronym ‘ Description
AFIS Automated Fingerprint Identification System
AFSP Alien Flight Student Program
AQ Advanced Queue
ASC Application Support Center
BCC Border Crossing Card
CBP Customs and Border Protection
CCB Change Control Board
CIS Citizenship and Immigration Services
DHS Department of Homeland Security
DOB Date of Birth
DOJ Department of Justice
DoS Department of State
EFTS Electronic Fingerprint Transmission Specification
EID Encounter ID
FBI Federal Bureau of Investigation
FIN Fingerprint Identification Number
GES Global Enrollment Services
GJXDM Global Justice XML Data Model
HTTP HyperText Transfer Protocol
IAFIS Integrated Automated Fingerprint Identification System
ICE Immigration and Customs Enforcement
IDENT Automated Biometric Identification System
ISO International Standards Organization
\% Immigrant Visa
IXM IDENT Exchange Messages
MIME Multipurpose Internet Mail Extensions
MQ Message Queue
NCIC National Crime Information Center
NIEM National Information Exchange Model
NIV Non-Immigrant Visa
ORI Originating Agency ldentifier
POB Place of Birth
POE Port of Entry
SID State Identification Number
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Acronym
SOAP
SSL
US-VISIT
WS-Addressing
WSDL

Description

Simple Object Access Protocol

Secure Socket Layer

United States Visitor and Immigrant Status Indicator Technology
Web Service Addressing

Web Services Description Language
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Attachment B: Identify Messaging Samples

This section contains example XML messages with the SOAP header for the Identify operation including the request,
acknowledgement, and response messages.

Table B-1 below shows the Identify request message using XML/GJXDM format.

Identify (XML Format using GJXDM Standard without EFTS Format)

<?xml version="1.0" encoding="UTF-8"?>
<env:Envelope xmins:env="http://www.w3.0rg/2003/05/soap-envelope"™
<env:Header xmIns:wsa="http://www.w3.0rg/2005/08/addressing">
<wsa:MessagelD>TSA34MM11111111</wsa:MessagelD>
<!I-- Provide a known URI destination below-->
<wsa:To>https://usvisit.dhs.gov/soap/services/ixm</wsa:To>
<wsa:From>
<wsa:Address> hostURI://from_TSA@dhs.gov </wsa:Address>
</wsa:From>
<wsa:ReplyTo>
<!-- Provide a known URI destination or an anonymous address as below-->
<wsa:Address> http://www.w3.0rg/2005/08/addressing/anonymous</wsa:Address>
</wsa:ReplyTo>
<wsa:Action>http://visit.dhs.gov/ident/ixm/Identify</wsa:Action>
</env:Header>
<env:Body>
<i:ldentify xmiIns:i="http://visit.dhs.gov/ident/1.0" xmiIns:i-ext="http://visit.dhs.gov/ident/extensions/1.0"
xmins:nist="http://fingerprint.nist.gov/itl-1-2000" xmIns:j="http://www.it.ojp.gov/jxdm/3.0.3">
<i:ldentifyOptions>
<i:ldentifyRetainCode>Enroll</i:ldentifyRetainCode>
<i:ldentityFormat>
<i:ldentityFormatCode>Summary</i:ldentityFormatCode>
<i:EncounterBiometricsCode>None</i:EncounterBiometricsCode>
</i:IdentityFormat>
</i:ldentifyOptions>
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<i:Encounter>

<j:ActivitylID>
<j:ID>1029348577123</j:ID>
<j:IDTypeCodeText>trans</j:IDTypeCodeText>
</j:ActivitylD>
<j:ActivityTypeText>0ther</j:ActivityTypeText>
<j:ActivityReasonText>ldentify</j:ActivityReasonText>
<j:ActivityDate>2006-02-20-05:00</j:ActivityDate>
<j:ActivityTime>14:20:22.000-05:00</j:ActivityTime>
<j:ActivityPrimaryOrganization>
<j:OrganizationName>DHS</j:OrganizationName>
<j:OrganizationUnitName>CBP</j:OrganizationUnitName>
<j:OrganizationSubunitName>GES</j:OrganizationSubunitName>
</j:ActivityPrimaryOrganization>
<i-ext:ActivityUserLogin>GX5001 </i-ext:ActivityUserLogin>
<i-ext:ActivitySiteCode>UNK</i-ext:ActivitySiteCode>
<j:Person>
<j:PersonName>
<j:PersonGivenName>LUIS RODOLFO</j:PersonGivenName>
<j:PersonMiddleName>BARRAGAN DIAZ</j:PersonMiddleName>
<j:PersonSurName>SMITH</j:PersonSurName>
</j:PersonName>
<j:PersonBirthDate>1967-08-13</j:PersonBirthDate>
<j:PersonBirthPlaceCode>AA</j:PersonBirthPlaceCode>
<j:PersonPhysicalDetails>
<j:PersonSexCode>M</j:PersonSexCode>
</j:PersonPhysicalDetails>
<j:PersonSocialDetails>

<j:PersonCitizenshipCode.iso3166Alpha3>CAN</j:PersonCitizenshipCode.iso3166Alpha3>
<j:PersonNationalityCode.iso3166Alpha3>CAN</j:PersonNationalityCode.is03166Alpha3>

</j:PersonSocialDetails>
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<j:PersonBiometricDetails>
<j:PersonDigitallmage>

<j:BinaryObject.Base64>UjBsRO9EbGhjZOdTQUXxNQUFBUUNBRU1tQ1p0dU1GUXhEUzhi</j:BinaryObject.Base64>

<j:BinaryFormatText>image/jpg</j:BinaryFormatText>
<j:BinaryCaptureDate>2000-08-13-05:00</j:BinaryCaptureDate>
<j:BinaryCaptureTime>15:30:11.000-05:00</j:BinaryCaptureTime>
<j:ImageHeightValue>250</j:ImageHeightValue>
<j:ImageWidthValue>250</j:ImageWidthValue>
<j:ImagePoseCode>Frontal</j:iImagePoseCode>

</j:PersonDigitallmage>

<j:PersonFingerprintSet>
<j:BiometricCaptureDate>2000-08-13-05:00</j:BiometricCaptureDate>
<j:BiometricCaptureTime>15:33:00.000-05:00</j:BiometricCaptureTime>
<j:Fingerprint>

<j:Biometriclmage>

<j:BinaryObject.Base64>UjBsRO9EbGhjZOdTQUXNQUFBUUNBRU1tQ1p0dU1GUXhEUzhi</j:BinaryObject.Base64>
<j:BinaryFormatText>image/wsq</j:BinaryFormatText>
<j:ImageHeightValue>1600</j:ImageHeightValue>
<j:lmageWidthValue>1400</j:ImageWidthValue>
</j:Biometriclmage>
<j:FingerprintFingerCode>13</j:FingerprintFingerCode>

<nist:FingerimpressionTypeCode>0</nist:FingerimpressionTypeCode>

<i-ext:FingerprintFingerSegment>

<i-ext:FingerprintFingerCode>2</i-ext:FingerprintFingerCode>
<i-ext:FingerprintFingerSegmentCoordinates left="1090" right="1230"

top="900" bottom="1120"/>
<i-ext:FingerprintimageQualityScore>4</i-
ext:FingerprintimageQualityScore>
</i-ext:FingerprintFingerSegment>
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<i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerCode>3</i-ext:FingerprintFingerCode>
<i-ext:FingerprintFingerSegmentCoordinates left="820" right="1050"

top="200" bottom="650"/>
<i-ext:FingerprintimageQualityScore>4</i-
ext:FingerprintimageQualityScore>
</i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerCode>4</i-ext:FingerprintFingerCode>

<i-ext:FingerprintFingerSegmentCoordinates left="460" right="650"
top="80" bottom="490"/>

<i-ext:FingerprintimageQualityScore>4</i-
ext:FingerprintimageQualityScore>
</i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerCode>5</i-ext:FingerprintFingerCode>

<i-ext:FingerprintFingerSegmentCoordinates left="200" right="350"
top="510" bottom="850"/>

<i-ext:FingerprintimageQualityScore>4</i-
ext:FingerprintimageQualityScore>
</i-ext:FingerprintFingerSegment>
</j:Fingerprint>
<j:Fingerprint>
<j:Biometriclmage>

<j:BinaryObject.Base64>UjBsRO9EbGhjZOdTQUXNQUFBUUNBRU1tQ1p0dU1GUXhEUzhi</j:BinaryObject.Base64>
<j:BinaryFormatText>image/wsq</j:BinaryFormatText>
<j:ImageHeightValue>1600</j:ImageHeightValue>
<j:ImageWidthValue>1400</j:ImageWidthValue>
</j:Biometriclmage>
<j:FingerprintFingerCode>14</j:FingerprintFingerCode>
<nist:FingerimpressionTypeCode>0</nist:FingerimpressionTypeCode>
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<i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerCode>7</i-ext:FingerprintFingerCode>
<i-ext:FingerprintFingerSegmentCoordinates left="380" right="710"

top="80" bottom="480"/>
<i-ext:FingerprintimageQualityScore>3</i-
ext:FingerprintimageQualityScore>
</i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerCode>8</i-ext:FingerprintFingerCode>
<i-ext:FingerprintFingerSegmentCoordinates left="380" right="710"
top="80" bottom="480"/>
<i-ext:FingerprintimageQualityScore>3</i-
ext:FingerprintimageQualityScore>
</i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerCode>9</i-ext:FingerprintFingerCode>
<i-ext:FingerprintFingerSegmentCoordinates left="800" right="1100"
top="300" bottom="700"/>

<i-ext:FingerprintimageQualityScore>3</i-
ext:FingerprintimageQualityScore>
</i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerCode>10</i-ext:FingerprintFingerCode>
<i-ext:FingerprintFingerSegmentCoordinates left="1120" right="1380"
top="750" bottom="1080"/>
<i-ext:FingerprintimageQualityScore>3</i-
ext:FingerprintimageQualityScore>
</i-ext:FingerprintFingerSegment>
</j:Fingerprint>
<j:Fingerprint>
<j:Biometriclmage>
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<j:BinaryObject.Base64>UjBsRO9EbGhjZOdTQUXxNQUFBUUNBRU1tQ1p0dU1GUXhEUzhi</j:BinaryObject.Base64>
<j:BinaryFormatText>image/wsq</j:BinaryFormatText>
<j:ImageHeightValue>700</j:ImageHeightValue>
<j:ImageWidthValue>1100</j:ImageWidthValue>
</j:Biometriclmage>
<j:FingerprintFingerCode>15</j:FingerprintFingerCode>
<nist:FingerlImpressionTypeCode>0</nist:FingerimpressionTypeCode>
<i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerCode>1</i-ext:FingerprintFingerCode>
<i-ext:FingerprintFingerSegmentCoordinates left="120" right="560"
top="200" bottom="580"/>
<i-ext:FingerprintimageQualityScore>2</i-
ext:FingerprintimageQualityScore>
</i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerSegment>
<i-ext:FingerprintFingerCode>6</i-ext:FingerprintFingerCode>
<i-ext:FingerprintFingerSegmentCoordinates left="610" right="1050"
top="200" bottom="550"/>
<i-ext:FingerprintimageQualityScore>2</i-
ext:FingerprintimageQualityScore>
</i-ext:FingerprintFingerSegment>
</j:Fingerprint>
</j:PersonFingerprintSet>
</j:PersonBiometricDetails>
</j:Person>
<j:Document>
<j:DocumentDescriptiveMetadata>
<j:DocumentID>
<j:ID>8918273456</j:ID>
<j:IDTypeCodeText>P</j:IDTypeCodeText>
</j:DocumentID>
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<j:DocumentExpirationDate>2009-08-13</j:DocumentExpirationDate>

<i-ext:DocumentlssuerCountryCode.iso3166Alpha3>CAN</i-
ext:DocumentissuerCountryCode.iso3166Alpha3>

<i-ext:DocumentlssuedDate>2001-08-13</i-ext:DocumentissuedDate>
<i-ext:ClassAdmissionCode>6</i-ext:ClassAdmissionCode>
</j:DocumentDescriptiveMetadata>
<j:DocumentSubject.Person>
<j:PersonName>
<j:PersonGivenName>LUIS RODOLFO</j:PersonGivenName>
<j:PersonMiddleName>TEST</j:PersonMiddleName>
<j:PersonSurName>BARRAGAN DIAZ</j:PersonSurName>
</j:PersonName>
<j:PersonBirthDate>1985-08-28</j:PersonBirthDate>
<j:PersonAssignedIDDetails>
<i-ext:PersonID>
<i-ext:ID>111-11-1111</i-ext:ID>
<i-ext:IDTypeCodeText>S0C</i-ext:IDTypeCodeText>
</i-ext:PersonID>
</j:PersonAssigned|DDetails>
<j:PersonPhysicalDetails>
<j:PersonSexCode>M</j:PersonSexCode>
</j:PersonPhysicalDetails>
</j:DocumentSubject.Person>
</j:Document>
</i:Encounter>
</i:ldentify>
</env:Body>
</env:Envelope>

Figure B-1. Identify Message (XML Format)

Table B-2 below shows the Identify request message using EFTS format.
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<?xml version="1.0" encoding="UTF-8"?>
<env:Envelope xmins:env="http://www.w3.0rg/2003/05/soap-envelope">
<env:Header xmlns:wsa="http://www.w3.0rg/2005/08/addressing">
<wsa:MessagelD>TSA34MM2222222</wsa:MessagelD>
<wsa:To> https://usvisit.dhs.gov/soap/services/ixm</wsa:To>
<wsa:ReplyTo>
<!I-- Provide a known URI destination below-->
<wsa:Address> http://www.w3.0rg/2005/08/addressing/anonymous</wsa:Address>
</wsa:ReplyTo>
<wsa:Action>http://visit.dhs.gov/ident/ixm/Identify</wsa:Action>
</env:Header>
<env:Body>
<i:ldentify xmiIns:i="http://visit.dhs.gov/ident/1.0" xmiIns:i-ext="http://visit.dhs.gov/ident/extensions/1.0"
xmins:nist="http://fingerprint.nist.gov/itl-1-2000" xmIns:j="http://www.it.ojp.gov/jxdm/3.0.3" >
<i:ldentifyOptions>
<i:ldentifyRetainCode>Enroll</i: